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Moderating from Nowhere
Gilad Abiri
We are living in the midst of a battle over online hate speech
regulation, and the stakes could not be higher. Hate speech not
only harms its intended victims, be they individuals or groups,
but it also polarizes and divides society in ways that undermine
the health of democratic regimes. While there is widespread
agreement that the current situation of online discourse is
untenable, scholars and policymakers are deeply divided on the
best way to improve it.
Until recently, American free speech norms have dominated
the content moderation policies of digital media platforms. First
Amendment norms are extremely resistant to censorship and
therefore very protective of offensive and hateful speech. However,
in recent years, this influence has been gradually eroded by what
could be called European free speech norms, which are
significantly more comfortable with directly regulating speech to
try to prevent social and political harm. The epitome of the
European approach is Germany’s Network Enforcement Act
(NetzDG), which requires platforms to enforce domestic hate
speech laws within that country’s borders. This general
transformation, and NetzDG especially, have been met by nearly
unanimous rebuke by digital free speech scholars, who argue that
such measures might steer the platforms into creating a public
sphere in which speech is stunted, and the values of free speech are
not upheld.
While acknowledging (to some extent, at least) the strength of
these critiques, this Article argues that they may well be
outweighed by how laws like NetzDG respond effectively to one of
the major challenges of the new digital platform public sphere: its
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detachment from civil society and the public discourse of
particular democratic societies. Digital platforms are moderating
the digital public sphere from nowhere. This disconnection
between the new information gatekeepers (the platforms) and the
circumstances and needs of democratic states undermines the
social conditions necessary for a healthy democracy. Specifically,
the rise of a transnational digital sphere dominated by major
digital platforms undermines traditional media gatekeepers’
capacity to moderate the public debate. Without this guiding hand
and without any legal regulation, the public debate quickly
devolves, as is evident from the increasingly divisive impact
online hate speech has on democratic societies. When tried-andtrue social mechanisms—such as traditional media—are rendered
ineffective, it makes sense to counteract the effects of hate speech
and stabilize public debate by turning to legal speech regulation
such as NetzDG. In at least this sense, we are likely to be better
off with an internet influenced by European norms.
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INTRODUCTION
Banning @realdonaldtrump from Twitter following his
incitement of the Capitol riot brought to the fore what has been
clear for a while: digital platforms have significant control over our
political and social communication.1 The decisions of Twitter’s
leadership enabled the former President’s divisive speech for
years,2 and then effectively muzzled it with one click.3 This latest
testament of the power of digital platforms underlines the
importance of a question that is currently in the midst of a heated
debate: what set of free speech values should govern the Internet
and regulate online hate speech?
Since its inception, the digital sphere has mostly been run
according to American First Amendment values, with their
powerful presumption against any form of speech regulation.4
1. See, e.g., Lina M. Khan, Sources of Tech Platform Power, 2 GEO. L. TECH. REV. 325, 325
(2018) (“A handful of tech platforms mediate a large and growing share of our commerce
and communications. Over the last year, the public has come to realize that the power these
firms wield may pose significant hazards.”); Jack M. Balkin, Cultural Democracy and the First
Amendment, 110 NW. U. L. REV. 1053, 1058 (2015) [hereinafter Balkin, Cultural Democracy and
the First Amendment] (“Increasingly twentieth-century forms of mass media compete with,
are reshaped by, and even depend on a vibrant sphere of public discourse that uses digital
telecommunications architectures and digital platforms.”).
2. See Brian L. Ott, The Age of Twitter: Donald J. Trump and the Politics of Debasement,
34 CRITICAL STUD. MEDIA COMMC’N 59 (2017) (arguing that Twitter privileges discourse is
simple, impulsive, and uncivil and that for this reason it is the perfect platform for Donald
Trump); Ramona Kreis, The “Tweet Politics” of President Trump, 16 J. LANGUAGE & POL. 607
(Oct. 2017) (exploring how Twitter enables the introduction of right-wing populist
discourses into the mainstream).
3. For a description of the internal debate that took place in Twitter, see Kate Conger
& Mike Isaac, Inside Twitter’s Decision to Cut Off Trump, N.Y. TIMES (Jan. 16, 2021),
https://www.nytimes.com/2021/01/16/technology/twitter-donald-trump-jack-dorsey.html
(describing the debate within Twitter on whether to ban the then president following
the riots).
4. Danielle Keats Citron, Extremist Speech, Compelled Conformity, and Censorship Creep,
93 NOTRE DAME L. REV. 1035, 1036 (2017) (“Social media companies routinely looked to First
Amendment doctrine in crafting speech policies.”); Jack M. Balkin, Free Speech in the
Algorithmic Society: Big Data, Private Governance, and New School Speech Regulation Essays, 51
U.C. DAVIS L. REV. 1149, 1206 (2018) [hereinafter Balkin, Free Speech in the Algorithmic Society]
(“Currently the Internet is mostly governed by the values of the least censorious regime—
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However, in recent years, their dominance has been increasingly
challenged by what can be called European speech norms.5 The
latter are generally comfortable with regulating speech to avoid
perceived social harms and to enforce civility.6 The epitome of the
European approach is Germany’s Network Enforcement Act
(NetzDG), which requires digital platforms to take down any
content that is illegal under the German Criminal Code, which
includes a strong prohibition of hate speech.7
While there is wall-to-wall agreement that online speech’s
current state is unacceptable, how it should be reformed is being
debated. Many free speech scholars—mainly based in the United
States—have expressed concerns about a European transformation
of the digital sphere, going so far as to argue that it will “undermine
the global public good of a free Internet.”8 These critics argue that
legislation like NetzDG might steer the platforms into creating a
public sphere in which speech is stunted and the values of free
speech are not upheld. Instead, they suggest using less-direct legal
tools, such as antitrust law, to create incentives for digital platforms
to become “trusted and trustworthy institutions guided by

that of the United States.”); Kate Klonick, The New Governors: The People, Rules, and Processes
Governing Online Speech, 131 HARV. L. REV. 1598, 1616–22 (2018) (arguing that the platforms’
free speech baseline is grounded in First Amendment values).
5. Citron, supra note 4, at 1040–49 (describing the pressure put on digital platforms
by the E.U. and European states to enforce stricter speech control); Balkin, Free Speech in the
Algorithmic Society, supra note 4 (describing the rise of new school speech regulation, which
is mainly European in origin). It must be acknowledged that the term “European speech
norms” is a gross overgeneralization. Although it is true that generally the legal systems in
Europe tend to be less speech protective, they are still quite diverse. With this caveat in place,
it still seems better than saying German-French-English-Canadian speech norms.
6. See Robert Post, Hate Speech, in EXTREME SPEECH AND DEMOCRACY 123, 123–38
(Ivan Hare & James Weinstein eds., 2009) [hereinafter Post, Hate Speech] (exploring the
differences between U.S. and European approaches to enforcing civility norms).
7. Gesetz zur Verbesserung der Rechtsdurchsetzung in sozialen Netzwerken
[Netzwerkdurchsetzungsgesetz-NetzDG] [Network Enforcement Act], Sept. 1, 2017,
Bundesgesetzblatt, Teil I [BGBL I], at 3352 (Ger.), https://www.gesetze-im-internet.de/
netzdg/BJNR335210017.html. For a general description and analysis, see Heidi Tworek &
Paddy Leerssen, An Analysis of Germany’s NetzDG Law, INST. FOR INFO. L. (Apr. 15, 2019),
https://www.ivir.nl/publicaties/download/NetzDG_Tworek_Leerssen_April_2019.pdf.
8. Balkin, Free Speech in the Algorithmic Society, supra note 4, at 1205; see also Citron,
supra note 4.
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professional and public-regarding norms” that will make direct
speech regulation unnecessary.9
While acknowledging (to some extent, at least) the strength of
these critiques, this Article argues that they may well be
outweighed by the way laws like NetzDG respond effectively to
one of the significant challenges posed by the rise of digital
platforms: the problem of disconnected gatekeepers. The
digitalization of media is the vanguard of the process of
globalization, and it brings tremendous opportunity for greater
global solidarity and community. In the new digital public sphere,
science, culture, and art travel freely, uninhibited by national
borders. This openness is undoubtedly a great benefit.10 However,
like globalization more generally, the rise of digital platforms
also has the potential to destabilize our local identities and
politics. Unlike our cultural and scientific institutions, our politics
are still rooted in individual democratic nation-states whose
legitimacy depends on the existence of a sense of a common
political identity and fate among its citizens.11 This sense of
community is threatened by the prevalence of hateful, divisive
speech.12 Before digitalization, traditional media gatekeepers were
one of the main social forces limiting hate speech. They had the
power to choose to not publish or broadcast hateful content.13
Digitalization eroded the capacity of these gatekeepers to influence
9. See, e.g., Jack M. Balkin, How to Regulate (and Not Regulate) Social Media, KNIGHT
INST. OCCASIONAL PAPER SERIES (2020) [hereinafter Balkin, How to Regulate (and Not Regulate)
Social Media] (general overview of Balkin’s reform proposals, including the idea of
information fiduciaries); Tarleton Gillespie, Platforms Are Not Intermediaries, 2 GEO. L. TECH.
REV. 198 (2018) (exploring policy proposals for indirectly improving the transparency and
quality of digital platform moderation); Danielle Keats Citron & Neil M. Richards, Four
Principles for Digital Expression (You Won’t Believe #3!), 95 WASH. U. L. REV. 1353 (2018).
10. There are also clear political benefits, such as the rise of networked social
movements challenging oppressive power structures and learning and communicating with
each other. See MANUEL CASTELLS, NETWORKS OF OUTRAGE AND HOPE: SOCIAL MOVEMENTS
IN THE INTERNET AGE (2d ed. 2015) (detailing the rise of such movements in Spain, the Middle
East, and the United States). For example, many point to the centrality of social media in the
rise of the Black Lives Matter movement. See, e.g., Nikita Carney, All Lives Matter, but so Does
Race: Black Lives Matter and the Evolving Role of Social Media, HUMAN. & SOC’Y, Apr. 2016, at 1;
Marcia Mundt, Karen Ross & Charla M. Burnett, Scaling Social Movements Through Social
Media: The Case of Black Lives Matter, SOC. MEDIA + SOC’Y, Oct.–Dec. 2018, at 1 (exploring the
role of social media in scaling up Black Lives Matters).
11. See infra Part II.
12. See infra Part III.
13. See infra Section IV.A.
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and curate public discourse.14 Without this guiding hand, the
public debate quickly devolves, as is evident from the increasingly
divisive impact of online hate speech on democratic societies.15
When tried-and-true social mechanisms—such as traditional
media—become ineffective, it makes sense to counteract the effects
of hate speech and stabilize public debate by turning to legal speech
regulation such as NetzDG.
I establish this argument through four successive claims.
The first claim is that hate speech undermines the sense of trust
and shared political community required for a thriving democracy.
It challenges the community’s existence because it consistently
breaks the civility rules that enable public discourse. This is a
problem for two reasons: First, hate speech is not only abusive or
hurtful, but it is also politically divisive. Most commonly, it is
meant to delegitimize a group and exclude it from full membership
in society.16 When a mob marches in Charlottesville chanting “Jews
will not replace us,” they mean that Americans must be white and
Christian; all others are not truly American.17 If prevalent, such
exclusionary speech is bound to make the targeted community feel
alienated and detached from the political community.18 Second, by
being abusive and seeking to exclude, hate speech undermines the
shared rationality and freedom that enable public discourse. It does
so not by emphasizing division and exclusion but by challenging
14. See infra Section IV.A.
15. See infra Part III.
16. See JEREMY WALDRON, THE HARM IN HATE SPEECH (2012) (arguing that exclusion
from the public is a central attribute of hate speech).
17. For a discussion of the ideology of the Charlottesville marchers, see Emma Green,
Why the Charlottesville Marchers Were Obsessed with Jews, ATLANTIC (Aug. 15, 2017),
https://www.theatlantic.com/politics/archive/2017/08/nazis-racism-charlottesville/536928/.
18. The claim that derogatory speech leads to a more divided society has been
confirmed by numerous studies. See Floyd H. Allport, The Structuring of Events: Outline of
a General Theory with Applications to Psychology, 61 PSYCH. REV. 281 (1954) (the classical
work in the field, arguing that expressions of prejudice can lead to avoidance, discrimination,
and violence against minority groups). Allport’s study has been confirmed repeatedly
by others. See, e.g., Jeff Greenberg & Tom Pyszczynski, The Effect of an Overheard Ethnic
Slur on Evaluations of the Target: How to Spread a Social Disease, 21 J. EXPERIMENTAL SOC.
PSYCH. 61 (1985); Shari L. Kirkland, Jeff Greenberg & Tom Pyszczynski, Further Evidence
of the Deleterious Effects of Overheard Derogatory Ethnic Labels: Derogation Beyond the Target,
13 PERSONALITY & SOC. PSYCH. BULL. 216 (1987); Fabio Fasoli, Anne Maass & Andrea
Carnaghi, Labelling and Discrimination: Do Homophobic Epithets Undermine Fair Distribution of
Resources?, 54 BRITISH J. SOC. PSYCH. 383 (2015) (confirming the relationship between hate
speech and discrimination).
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the concept that engaging in public discourse is worthwhile. Speech
norms are central to any community’s formation, and perhaps even
more so to the democratic community because it is maintained by
constant public discourse and debate.19 For the citizenry to be
motivated to engage in public discourse in order to influence
politics, they must see it as a realm where free communication and
persuasion are possible.20 The prevalence of irrationality and
coercion in communication disables citizens’ ability to engage in
public discourse and undermines the community-building aspects
of democratic deliberation. For these reasons, the rise in unfettered
online hate speech is not only harmful to its direct victims but is
dangerous to democratic legitimacy.
The second claim is that the divisive political effects of hate
speech are counteracted by state institutions and by civil society
forces, both of which are domestic, not transnational, processes.21
The state inculcates civility norms in its citizens through state-run
educational and cultural institutions and, sometimes, by directly
regulating speech through laws (e.g., defamation laws).22 Civil
society is comprised of the institutions that stand between the
state and the private market23: NGOs, churches, universities, and
a wide array of other associations. One of the central ways civil
society institutions ameliorate political division is through the
establishment and enforcement of common civility norms.24
19. See, e.g., Post, Hate Speech, supra note 6, at 129 (“But because norms are always in a
historical process of evolution, the norms that define community are always threatened,
always slipping away, which is why societies have institutions, like schools and the law, to
enforce and stabilize norms. Hate speech regulation, like the regulation in preceding
centuries of seditious libel, blasphemy, contempt of court, or defamation, exemplifies the
aspiration of law to enforce norms that it regards as especially important for community and
personal identity.”).
20. This is the cornerstone of Robert Post’s canonical works on the First Amendment.
For a concise iteration see Robert Post, The Constitutional Status of Commercial Speech, 48 UCLA
L. REV. 1, 7 (2000) [hereinafter Post, The Constitutional Status of Commercial Speech] (“The basic
idea is that democratic legitimacy depends upon citizens having the warranted belief
that their government is responsive to their wishes. Public discourse consists of the various
kinds of communicative action to which citizens must have unrestricted access if this belief
is to be sustained.”).
21. See infra Section III.B.
22. See infra Section III.B.1.
23. For an overview of the evolution of the term Civil Society, see JEFFREY C.
ALEXANDER, THE CIVIL SPHERE 24–28 (2006). For a more sustained discussion of the use in
the context of this Article, see infra Section III.B.2.
24. See ALEXANDER, supra note 23, at 24–28; infra Section III.B.2.
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Before the advent of digital platforms, mass media had control of
the bottleneck of information: without their publication capacity, it
was nearly impossible to reach wide audiences. Mass media elites
thus were able to exclude and sanction uncivil speech, such as hate
speech, to maintain the borders of the democratic community.25 The
state and civil society work in tandem to sustain civility norms in
society and each can compensate—to an extent—for the failings of
the other. It follows that legal regimes in which state law is
constitutionally constrained from directly enforcing speech norms,
like the one produced by First Amendment doctrine, will rely more
heavily on non-state actors that operate in civil society to maintain
the political community.
The fact that more-protective speech regimes rely heavily on
civil society generally, and media gatekeepers specifically, to
counteract the divisive effects of hate speech lays the foundation
for my discussion of the merits of European-style regulation of
online speech.
The third claim advanced by this Article is that the digitalization
of the media diminishes civil society’s ability to control the
promulgation of information: it demotes mass media outlets from
gatekeepers to mere gate watchers.26 While in a mass media ecosystem
information is scarce and flows in one direction—from the few who
control the printing and broadcasting capacities to consumers—in
the digital age, the ability to produce and distribute has been
democratized. In the digital age, it is not speech that is scarce, it is
people’s attention.27 This effectively makes mass media actors just
one—albeit significant—voice in the communication sphere.28
Digital platforms are the only actors with any semblance of
influence over the shape and content of our public sphere, which
raises this question: can they fulfill the same democratic function as
the old gatekeepers? There are reasons to be skeptical. First, digital
platforms are disconnected from any particular civil society.29 In
contrast to the embedded and local nature of traditional media,
25. See infra Part IV.
26. See infra Section IV.A.
27. Tim Wu, Is the First Amendment Obsolete?, 117 MICH. L. REV. 547, 548 (2018) (“The
most important change in the expressive environment can be boiled down to one idea: it is
no longer speech itself that is scarce, but the attention of listeners.”).
28. See infra Section IV.B.
29. See infra Section IV.B.1.

764

765

Moderating from Nowhere

digital platforms function as truly transnational and stateless media
spheres that flow effortlessly through most national borders and
even language barriers: Facebook is not Le Monde, Der Spiegel, or
your local radio station. Those who make content decisions in
digital platforms—programmers or moderators—are not
necessarily socialized members of the political culture in which
they are programming or moderating. Since hate speech, and all
civility norms, make sense only with reference to community-based
social norms, disconnected gatekeepers cannot maintain them in
the same way domestic gatekeepers would. Disconnected
gatekeepers cannot sustain the civility norms of any particular
society since they have not been socialized into its codes and rituals.
The second reason that digital platforms cannot replace mass
media—at least as things stand—is that that they aim to personalize
the media experience to each user using algorithmic gatekeeping.30
This disables one of the main enabling powers of mass media: that
it was an experience of common information consumption. If a
country has three or four major newspapers, much of its population
is reading and engaging with much the same news. Our Twitter
and Facebook feeds, however, are tailored to us specifically.
Finally, this Article argues that European-style direct speech
regulation is a reasonable response to the crisis caused by the
digitalization of the public sphere.31 To establish this point, this
Article shows that even in a world where all the reform proposals
developed by scholars such as Jack Balkin, Danielle Citron, and
Tarleton Gillespie have been put in place, the challenge of
disconnected gatekeepers still exists.32 These proposals include
using antitrust law to break apart giant digital platforms,33
establishing a fiduciary relationship between these companies and

30. See infra Section IV.B.2.
31. See infra Part V.
32. See infra Section V.A.
33. See, e.g., Balkin, How to Regulate (and Not Regulate) Social Media, supra note 9, at
21–22 (discussing the proper goals for antitrust law in the case of digital platforms); Dina
Srinivasan, The Antitrust Case Against Facebook: A Monopolist’s Journey Towards Pervasive
Surveillance in Spite of Consumers’ Preference for Privacy, 16 BERKELEY BUS. L.J. 39 (2019)
(arguing that Facebook’s ability to collect and extract information on its users is a type of
monopolistic behavior); see generally Lina M. Khan, The Separation of Platforms and Commerce,
119 COLUM. L. REV. 973 (2019) (arguing for a structural separation for platforms).
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their consumers,34 and tweaking the regime of intermediate
immunity enjoyed by digital media platforms.35 All these proposals
aim to create incentives for digital platforms to act as responsible
agents concerned with the health of the public sphere.36 Yet they do
nothing to resolve the problem of the foundational disconnect
between the new digital gatekeepers and society. Even in a faraway fantasy world where digital platforms are “responsible and
trustworthy institutions that will help foster a healthy and vibrant
digital public sphere[,]”37 they are still responsible and responsive
only to the transnational public sphere, which is not where our
state-bound political communities exist.
The only way the domestic democratic community can be
sustained is by demanding that digital platforms be responsive to
the social conditions that support democratic nation-states. With
the decreased capacity of domestic civil societies, the primary tool
available to achieve this task is laws like NetzDG that require
digital platforms to enforce domestic civility norms within the
state’s borders. Though flawed, European-style regulation of hate
speech has the potential to force platforms to account for the needs
of particular state-based public spheres and cultures. In at least this
sense, we are potentially better off with an internet influenced by
these European norms. However, since the advantage of laws like

34. See Jack M. Balkin, Information Fiduciaries and the First Amendment, 49 U.C. DAVIS L.
REV. 1183 (2016) [hereinafter Balkin, Information Fiduciaries and the First Amendment] (arguing
that courts and legislators should establish a standard of information fiduciaries for the
relationship between digital platforms that collect information on their users and their
consumers); Lina M. Khan & David E. Pozen, A Skeptical View of Information Fiduciaries, 133
HARV. L. REV. 497 (2019) (arguing that without dealing with more foundational problems, a
regime of fiduciary responsibilities can achieve very little).
35. See Danielle Keats Citron & Benjamin Wittes, The Internet Will Not Break: Denying
Bad Samaritans § 230 Immunity, 86 FORDHAM L. REV. 401 (2017) (arguing that it is a natural
historical cycle to have a new industry unregulated in its early years, after which the industry
grows to a point that it needs some regulation); Gillespie, supra note 9, at 213 (suggesting
that the gift of Section 230 should be used to get the platforms to commit to become more
transparent and achieve greater due process); Balkin, How to Regulate (and Not Regulate) Social
Media, supra note 9, at 25–28 (listing the possibilities of Section 230 reform).
36. See Balkin, How to Regulate (and Not Regulate) Social Media, supra note 9, at 2 (“The
goal of regulating social media is to create incentives for social media companies to be
responsible and trustworthy institutions that will help foster a healthy and vibrant digital
public sphere.”); Gillespie, supra note 9, at 216 (“What the law may need is a new way of
thinking about platforms and their responsibility that recognizes that they constantly tune public
discourse through their moderation, recommendation, and curation.”) (citation omitted).
37. Balkin, How to Regulate (and Not Regulate) Social Media, supra note 9, at 2.
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NetzDG is that they are created through a process responsive to the
needs of the democratic community, they must not try to impose
their restrictions outside their borders. Such an imposition will
replicate the disconnected-gatekeepers problem, with powerful
nation-states taking the place of digital platforms.
The Article proceeds in five parts. Part I describes the rising
influence of European speech norms on the digital sphere and the
main critiques it faces. Part II argues that the primary (but not sole)
value of free speech is in supporting the democratic legitimacy of
particular states and that this goal requires sustaining a sense of
political community. Part III discusses the divisive effects of hate
speech on the political community and lays out two social and
political forces, state law and civil society, that counteract these
effects. Part IV argues that the rise of digital platforms undermines
civil society’s capacity—and specifically that of media
gatekeepers—to enforce community-based civility norms. It also
argues that there are good reasons to think that digital platforms
are currently not, and probably will not in the foreseeable future be
adequate replacements for the democratic functions of mass media.
Finally, Part V argues that the plethora of proposals for the
regulation of digital platforms do not meet the challenge of
disconnected gatekeepers and that European-type legislation has
the potential to do so.
I. THE RISING ONLINE INFLUENCE OF EUROPEAN FREE SPEECH
NORMS
Until recently, American free speech norms have dominated the
content moderation policies of digital media platforms.38 This is a
result not only of the cultural capital of U.S. constitutional norms39
but of the fact that most of these platforms were founded and
developed in the United States—a fact that had dramatic impact on

38. See Citron, supra note 4, at 1036–37 (“Social media companies routinely looked to
First Amendment doctrine in crafting speech policies.”) (citation omitted); Klonick, supra
note 4, at 1618–22 (arguing that the platforms’ free speech baseline is grounded in First
Amendment values).
39. See, e.g., GEORGE ATHAN BILLIAS, AMERICAN CONSTITUTIONALISM HEARD ROUND
THE WORLD, 1776–1989: A GLOBAL PERSPECTIVE, at xv (2009) (“[T]he influence of American
constitutionalism abroad was profound in the past and remains a remarkable contribution
to humankind’s search for freedom under a system of laws.”) (citation omitted).
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their content moderation policies.40 As Kate Klonick relates it:
“American lawyers trained and acculturated in American free
speech norms and First Amendment law oversaw the development
of company content-moderation policy. Though they might not
have ‘directly imported First Amendment doctrine,’ the normative
background in free speech had a direct impact on how they
structured their policies.”41 Central to these norms is a deep
aversion to censorship which lead these digital platforms to adopt
policies that are quite protective of offensive and hateful speech.42
Due to this dominance of First Amendment values in designing and
implementing content moderation by digital platforms, these
companies created a global digital public sphere that generally
followed the “values of the least censorious regime—that of the
United States.”43
However, from the get-go, the platforms’ commitment to free
expression had significant exceptions: community guidelines and
terms of service banned child pornography, fraud, phishing,
impersonation, and copyright violations.44 After years of
discussions and pressure by advocacy groups, threats,
cyberstalking, revenge pornography, and hate speech were added
to the list of exceptions.45 Even after the expansion of the forms of
speech which digital platforms moderate, many scholars,
journalists, and government officials remained concerned both
about the narrow definition of hate speech adopted by many digital
platforms and the lax enforcement of these norms.
40. Some go so far as to name this dominance “Platform Imperialism.” Dal Yong Jin,
The Construction of Platform Imperialism in the Globalization Era, 11 TRIPLEC 145, 145 (2013)
(“Due to the importance of platforms—not only as hardware architecture but also as
software frameworks that allow software to run—for the digital economy and culture,
including intellectual property and participatory culture, several countries have developed
their own SNSs and smartphones; however, only a handful of Western countries, primarily
the U.S., have dominated the global platform market and society.”).
41. Klonick, supra note 4, at 1621.
42. See Post, Hate Speech, supra note 6, at 132 (“By contrast, the First Amendment to the
United States Constitution prohibits the punishment of blasphemous speech as well as hate
speech. This is because the American First Amendment tends to regard speech necessary for
the maintenance of democratic legitimacy, which I shall call ‘public discourse,’ as a unique
domain in which the state is constitutionally prohibited from enforcing community norms.”)
(citation omitted).
43. Balkin, Free Speech in the Algorithmic Society, supra note 4, at 1206.
44. Citron, supra note 4, at 1047.
45. Id. at 1037 (“Threats, cyber stalking, nonconsensual pornography, and hate speech
were prohibited after extended discussions with advocacy groups.”) (citation omitted).
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As a result of these concerns, non-U.S. state actors actively tried
to influence online speech norms that guide digital platforms.46
This created a process through which U.S. free speech influence has
been gradually eroded by what can be called European free speech
norms, ones that do not include a heavy presumption against
speech restrictions.47
The change began in earnest when European governments and
the European Union began wielding significant pressure on digital
platforms to change their approach towards extremist and hateful
speech. Following terrorist attacks in several European capitals in
late 2015, the platforms were severely criticized for not doing
enough to combat terrorist messaging and recruitment.48 The
European message was crystal clear: “online platforms would face
onerous civil and criminal penalties unless their policies and
processes resulted in the rapid removal of extremist speech.”49
Under this pressure, in 2016, Microsoft, Facebook, Twitter, and
YouTube signed a “Code of Conduct” agreement with the
European Commission to review and, if necessary, remove
“hateful” speech within twenty-four hours according to their “rules
and community guidelines and where necessary national laws[.]”50
The signing of this Code of Conduct did not, however, satisfy
all European governments,51 and in 2017 Germany passed a bill

46. Id. (“More recently, social media companies have revised their speech policies
concerning extremist and hateful expression. Unlike previous changes, however, these
revisions were not the result of market forces. They were not made to accommodate the
wishes of advertisers and advocates. Instead, they were adopted to stave off threatened
European regulation.”) (citation omitted).
47. See Jack M. Balkin, Free Speech Is a Triangle, 118 COLUM. L. REV. 2011, 2028–29 (2018)
[hereinafter Balkin, Free Speech Is a Triangle] (describing the rise of “new school” speech
regulations, most of which, such as the Right to Be Forgotten and NetzDG, are European).
48. Mark Scott, Europe Presses American Tech Companies to Tackle Hate Speech, N.Y.
TIMES (Dec. 6, 2016), https://www.nytimes.com/2016/12/06/technology/europe-hatespeech-facebook-google-twitter.html; Amar Toor, UK Lawmakers Say Facebook, Google, and
Twitter Are ‘Consciously Failing’ to Fight ISIS Online, VERGE (Aug. 26, 2016, 5:58 AM),
http://www.theverge.com/2016/8/26/12656328/facebook-google-twitter-isispropaganda-uk-report.
49. Citron, supra note 4, at 1038.
50. EUR. UNION COMM’N, CODE OF CONDUCT ON COUNTERING ILLEGAL HATE SPEECH
ONLINE (2016), https://ec.europa.eu/newsroom/just/document.cfm?doc_id=42985.
51. Andrew Keane Woods, Litigating Data Sovereignty, 128 YALE L.J. 328, 340–41 (2018)
(describing how the Code of Conduct did not satisfy European governments).
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known as the Network Enforcement Act (NetzDG) into law.52 The
law is meant to co-opt digital platforms into taking down (or
restricting access for German users to) content illegal under the
German Criminal Code, including hate speech. Although many
platforms, such as Facebook, already have hate speech policies
(influenced by European norms), the law requires stricter
enforcement and removal within 24 hours of notice for “manifestly
unlawful” speech.53 A fine of up to 50 million euros will follow from
any systematic breach of the law.54 Although the German law is still
alone in the field, this is likely not to be the case for long. The French
Parliament passed a law in May 2020 that was almost identical to
NetzDG, although France’s Constitutional Council ultimately
struck it down.55 Similar sentiments are brewing in Britain, where
a recent British government paper declared that “[i]n the wrong
hands the internet can be used to spread terrorist and other illegal
or harmful content, undermine civil discourse, and abuse or bully
other people[,]”56 and suggested a solution similar to NetzDG. A
Canadian House of Commons report titled “Taking Action to End
Online Hate” recommends that “the Government of Canada
establish requirements for online platforms and Internet service
providers with regards to how they monitor and address incidents

52. See generally William Echikson & Olivia Knodt, Germany’s NetzDG: A Key Test for
Combatting Online Hate, CEPS POLICY INSIGHT (Nov. 2018), https://papers.ssrn.com/
abstract=3300636; Wolfgang Schulz, Regulating Intermediaries to Protect Privacy Online—The
Case of the German NetzDG, PERSONALITY & DATA PROT. RTS. ON INTERNET (Jan. 2018),
https://papers.ssrn.com/abstract=3216572; Victor Claussen, Fighting Hate Speech and Fake
News. The Network Enforcement Act (NetzDG) in Germany in the Context of European Legislation,
MEDIALAWS (Oct. 24, 2018), http://www.medialaws.eu/rivista/fighting-hate-speech-and-fakenews-the-network-enforcement-act-netzdg-in-germany-in-the-context-of-european-legislation/.
53. Network Enforcement Act, supra note 7.
54. For a useful description and analysis of the law in English, see Tworek & Leerssen,
supra note 7.
55. France’s Constitutional Council struck down the law as “an attack on the exercise
of the freedom of expression and communication that is not necessary, appropriate, and
proportional.” Jacob Schulz, What’s Going on With France’s Online Hate Speech Law?, LAWFARE
(June 23, 2020, 10:20 AM), https://www.lawfareblog.com/whats-going-frances-online-hatespeech-law.
56. Dep’t Digit., Culture, Media & Sport, Online Harms White Paper, GOV.UK
(Dec. 15, 2020), https://www.gov.uk/government/consultations/online-harms-white-paper/
online-harms-white-paper.
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of hate speech, and the need to remove all posts that would
constitute online hatred in a timely manner.”57
The spread of this type of legislation potentially marks a new
age for the internet, one in which platforms—under legal pressure
from nation-states—moderate and control speech in much more
assertive and comprehensive ways. In this new age, the content
moderation policies pursued by the major digital platforms are
likely to be in tension with American free speech norms.
A. Is Europe Ruining the Internet?
In what seems close to unanimity, American First Amendment
scholars are highly critical and wary of these European
encroachments into the digital public sphere. Balkin is
representative when he states that
[c]urrently the Internet is mostly governed by the values of the
least censorious regime—that of the United States. If nation states
can enforce global filtering, blocking, and delinking, the Internet
will eventually be governed by the most censorious regime. This
will undermine the global public good of a free internet. 58

For Balkin, NetzDG is merely an extreme version of what he
calls “new-school speech regulation,” which occurs when
“[n]ation-states (or supranational entities like the European Union)
attempt to regulate, threaten, coerce, or co-opt elements of the
internet infrastructure in order to get the infrastructure to surveil,
police, and control speakers. In essence, nation-states attempt to get
the privately owned infrastructure to do their work for them.”59
NetzDG type legislation is perhaps the epitome of new-school
speech regulation. Three types of objections are commonly raised
against this new wave of digital speech regulation: First,
substantive objections.60 Since many new-school speech regulations
(but not all) are grounded in European free speech values, some
will view them as insufficiently speech protective. This is not a
critique of internet regulation specifically but rather a critique of
57. HOUSE OF COMMONS STANDING COMM. ON JUST. & HUM. RTS., 42D PARLIAMENT,
TAKING ACTION TO END ONLINE HATE (June 2019), https://www.ourcommons.ca/
DocumentViewer/en/42-1/JUST/report-29/.
58. Balkin, Free Speech in the Algorithmic Society, supra note 4, at 1206.
59. Balkin, Free Speech Is a Triangle, supra note 47, at 2015–16.
60. Id. at 2030–31.
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the normative basis. The objection here is that Germany’s hate
speech doctrine is unjustified or undermines free speech values.
Second, global jurisdictional objections.61 Nation-states can seek to
enforce these restrictions beyond their borders. This critique has
two tracks: Since German citizens can access the web everywhere,
Germany may demand that the platforms enforce these norms
everywhere. Even if this is not the case, a NetzDG-type law can
make it easier and more expedient for companies to change their
terms of service to meet the statute’s requirements. Since terms of
service are (for now) global, these would de facto universalize
NetzDG norms and values. This is an objection to the potential
worldwide effects of this type of regulation. Third, functionalist
objections.62 New-school regulation, like NetzDG, is a form of
collateral censorship, in which the state regulates the platforms
(private entities) to control the speech of users. In the case of
NetzDG, the law demands that platforms review and remove users’
illegal speech. The danger is that this will lead to excessive speech
regulation. The platforms may “tend to overblock or overfilter
content” in order to minimize the risk of being sanctioned.63 In
addition, assigning speech regulation roles to digital platforms
leads to forms of digital prior restraint in which algorithms decide
who can speak; these limitations most often enjoy nothing of the
due process that applies in formal judicial proceedings. Therefore,
when NetzDG demands that the platforms make such decisions, it
exploits the fact that platforms are private companies in order to
limit speech without due process.
The common concern of all of these various lines of criticism is
that legislation like NetzDG can potentially steer the platforms into
creating a public sphere in which speech is stinted and where free
speech values are not fulfilled.
While acknowledging (partially, at least) the strength of these
critiques, the rest of this Article argues that because the European
approaches are more responsive to domestic civil society and
public opinion, the positive democratic effects of the rise of
European speech norms may outweigh its potential flaws. Let me
now turn to why it is so important for domestic democratic

61. Id. at 2031.
62. Id.
63. Id. at 2017.
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communities to have input in the civility norms that define their
public sphere.
II. DEMOCRATIC LEGITIMACY VS. DEMOCRATIC CULTURE
To argue against or for the rising influence of European speech
values and legislation over the digital public sphere, it is necessary
to ask what the goals and values of free speech are. For us to judge
which set of institutional and legal reforms are likely to lead the
internet in the right direction, we must identify our common goals.
In the debate over the future of digital speech, two free speech
goals take center stage. While both are doubtlessly important, I
believe that one functions as a prerequisite for the other and is
therefore of superior importance.
First, we find those who argue that the purpose of freedom of
speech is to protect and bolster state-bound political democracy.64
The legitimacy of democracy requires the participation of citizens
in the formation of public opinion. To protect this vulnerable
perception and process, free speech protects public discourse from
state intervention. Public discourse is all of the communication
processes that enable citizens to feel free to participate and
influence their government and laws.65 Protecting these processes
bolsters democratic legitimacy because it “depends upon citizens
having the warranted belief that their government is responsive
to their wishes.”66 In a healthy democracy, the government
is responsive to public opinion. This means that for a democracy
to be legitimate, citizens should have confidence that, if they
so choose, they are free to influence the formation of public
opinion by engaging in communication. This potential of engaging
in the formation of public opinion, Robert Post explains,
“authorizes citizens to imagine themselves as included within the

64. My distillation of this approach is based on Robert Post’s idea that the First
Amendment protects public discourse in order to bolster democratic legitimacy. See, e.g.,
Robert C. Post, The Constitutional Concept of Public Discourse: Outrageous Opinion, Democratic
Deliberation, and Hustler Magazine v. Falwell, 103 HARV. L. REV. 601 (1990) [hereinafter Post,
The Constitutional Concept of Public Discourse]; Robert Post, Meiklejohn’s Mistake: Individual
Autonomy and the Reform of Public Discourse, 64 U. COLO. L. REV. 1109 (1993).
65. Post, The Constitutional Status of Commercial Speech, supra note 20, at 7 (“Public
discourse is comprised of those processes of communication that must remain open to the
participation of citizens if democratic legitimacy is to be maintained.”).
66. Id.
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process of collective self-determination.”67 In this sense, free speech
is meant to support the democratic legitimacy and stability of
particular democracies.
The second proposed goal of freedom of speech is to support
the creation and maintenance of what Balkin calls “democratic
culture.”68 The purpose here is to produce a reality in which
“individuals and groups can freely participate in culture and in the
forms of cultural power that shape and affect them.”69 It is
worthwhile to protect the ability of individuals and groups to
participate in culture because “cultural power is even more
pervasive than state power, [and] individuals need to have a way
of participating in the construction and development of the cultures
that constitute their identities and affect their lives.”70 Free speech
is meant to protect an individual’s ability to influence the culture,
which in turn constitutes them. This idea has no necessary
relationship to political democracy and applies just as much to
individuals that live in non-democratic circumstances.
While the values of democratic legitimacy and cultural
democracy are certainly not mutually exclusive, under certain
circumstances, they may well represent a tradeoff. This means that
in certain situations, we must prioritize one value over the other.
Which value should guide us in a situation in which the protection
of speech undermines democratic legitimacy while at the same time
increasing cultural participation?
The contrasting relationship of these free speech values to the
legitimacy of particular democratic polities puts them on a
potential collision course. Balkin argues that one of the major
virtues of the cultural democracy understanding of free speech is
that “cultural democracy, like culture itself, does not conform to
political boundaries. The ability to participate in culture is the
ability to participate in the circulation of opinions, ideas, and
artistic expression not only within a single nation-state, but
potentially throughout the world.”71 This is in contrast with the
67. Id.
68. Jack M. Balkin, Digital Speech and Democratic Culture: A Theory of Freedom of
Expression for the Information Society, 79 N.Y.U. L. REV. 1 (2004) [hereinafter Balkin, Digital
Speech and Democratic Culture]; Balkin, Cultural Democracy and the First Amendment, supra note 1.
69. Balkin, How to Regulate (and Not Regulate) Social Media, supra note 9, at 7.
70. Id.
71. Balkin, Cultural Democracy and the First Amendment, supra note 1, at 1055.
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democratic legitimacy goal, whose essence is to support the
“legitimacy of democracy in a single nation-state.”72 For Balkin, this
means that in the digital age, in which communication and culture
respect no national borders, democratic legitimacy theories “will
increasingly prove parochial and inadequate to protect a truly
global system of communication.”73 This insufficiency, Balkin
argues, is because it does not fit the nature of “global public
discourse, which transcends the nation-state[,]”and also because of
“the global nature of the Internet, which can be undermined or
threatened by national regulation of telecommunications media.”74
However, these are not arguments for why cultural democracy is a
better free speech justification, but rather a convincing explanation
of the reasons it clashes with the goal of democratic legitimacy. The
fact that cultural participation is not limited to national boundaries
does not affect the question of whether domestic democratic
legitimacy is a central goal of free speech. It can just mean that free
speech should apply differently to the digital public sphere because
it is not inherently related to democratic legitimacy. This parallels
the argument that commercial speech, because it does not support
democratic legitimacy, should not receive the same protection level
as individual speech.75 Suppose we remove the normative
assumptions from Balkin’s account. In that case, it can be read as an
explanation of why the digital age makes it more difficult to
maintain the democratic legitimacy of particular nation-states. It
does not make democratic legitimacy justifications less true; it just
gives them a stronger critical edge with regard to the digital world.
We have good reasons to be concerned about democratic
stability and legitimacy in our times. In recent decades we have
seen democracy recede, deteriorate, and even disappear in many
countries.76 The role of the internet in these unfortunate
72. Id. at 1092.
73. Id. at 1055.
74. Id. at 1089.
75. Post, The Constitutional Status of Commercial Speech, supra note 20 (explaining the
different treatment of commercial speech and public discourse by explicating their different
constitutional functions).
76. See Nate Schenkkan & Sarah Repucci, The Freedom House Survey for 2018: Democracy
in Retreat, 30 J. DEMOCRACY 100 (2019) (depicting the diminishing freedom and democracy
over the last decade). But see Valeriya Mechkova, Anna Lührmann & Staffan I. Lindberg,
How Much Democratic Backsliding?, 28 J. DEMOCRACY 162 (2017) (arguing that there is no need
for systemic concern for democracy globally).
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developments is not clear.77 Regardless, if democracies face greater
challenges, then that makes the goal of democratic legitimacy more
relevant today than before. There are also good reasons to prioritize
democratic legitimacy over the (also worthwhile) goal of cultural
democracy: the most effective and stable source of free speech
protections is, and will likely remain, domestic constitutions and
courts. These institutions rely heavily on the existence of healthy
and stable democratic societies. Democratic legitimacy enables the
existence of the institutions that can pursue any free speech values
whatsoever. Therefore, in situations where these two values are
competing, we should prefer democratic legitimacy. The regulation
of online hate speech, I think, is one such circumstance.
A. Political Community and Democratic Legitimacy
This debate over NetzDG and the influence of European speech
norms (or U.S. norms) is born out of the contrasting ways these
legal systems think about hate speech. Put simply, in Europe, the
law is often used to enforce civility norms (such as local
understanding of what constitutes hate speech), while in the United
States, there is a strong constitutional presumption against such
enforcement.78 Robert Post argues that this contrast should be
understood “in terms of the relative imperative on the two
continents of sustaining community identity. Nations will
negotiate the tension between democracy and community in light
of a felt necessity to enforce shared community norms prerequisite
for maintaining social solidarity.”79 A community is a form of
socialization that instills norms into the identities of its members.
This makes adherence to these norms formative to their very
personality. The processes that relativize and undermine these
77. See generally YOCHAI BENKLER, ROBERT FARIS & HAL ROBERTS, NETWORK
PROPAGANDA: MANIPULATION, DISINFORMATION, AND RADICALIZATION IN AMERICAN
POLITICS (2018) (discussing whether there is evidence that U.S. political polarization was
caused by digitalization and arguing that it was actually a result of the rise of Fox News and
conservative talk radio).
78. For a historical treatment of civility protections in Europe, see James Q. Whitman,
Enforcing Civility and Respect: Three Societies, 109 YALE L.J. 1279 (2000), which argues that the
protection of civility in Germany and France derives not only from post–World War II
concerns for human rights but also from aristocratic cultures of earlier centuries grounded
in hierarchy. See also Post, Hate Speech, supra note 6 (outlining the differences in the
enforcement of civility norms between Europe and the United States).
79. Post, Hate Speech, supra note 6, at 137.
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norms also obscure the borders of the community. When the norms
disappear, so does the community.80 This is as true of a university
community as it is for the citizen body of a country. The difference
is that many countries institutionalize a certain set of civility norms
in their laws. The goal is to stabilize civility norms over time and
therefore maintain a relatively unified political community. In the
United States, constitutional doctrine has been interpreted to create
a “marketplace of communities” as well as ideas.81 To enforce
particular civility norms would be to risk the exclusion of a
particular community from public discourse. Because their
viewpoint is prevented from impacting public opinion, such
communities are bound to feel alienated from the democratic
process and see it as less legitimate. For this reason, the First
Amendment famously holds that in public debate, “one man’s
vulgarity is another’s lyric.”82 In Europe, in contrast, enforcing
civility norms attests to a deeper concern with the maintenance of
the political community. In other words, European and American
free speech norms represent various calculations of how to balance
democracy and community.83 In Europe, the choice is for the state
to use the law to actively maintain social speech norms, while in the
United States, the choice is to rely on civil society and on less direct
state influence (such as public schools, for example) to accomplish
the same task.84
80. I follow Post, who defines a community “as a social formation that inculcates
norms into the very identities of its members. So far from being considered autonomous,
persons within a community are understood to depend, for the very integrity and dignity of
their personalities, upon the observance of these norms.” Robert C. Post, Racist Speech,
Democracy, and the First Amendment, 32 WM. & MARY L. REV. 267, 286 (1991) [hereinafter Post,
Racist Speech, Democracy, and the First Amendment].
81. Post, Constitutional Concept of Public Discourse, supra note 64, at 634–35.
82. Cohen v. California, 403 U.S. 1780, 1788 (1971).
83. Post, Hate Speech, supra note 6, at 132 (“European legal systems tend to be quite
comfortable using law to enforce such hegemonic community norms. By contrast, the First
Amendment to the United States Constitution prohibits the punishment of blasphemous
speech as well as hate speech. This is because the American First Amendment tends to regard
speech necessary for the maintenance of democratic legitimacy, which I shall call ‘public
discourse,’ as a unique domain in which the state is constitutionally prohibited from
enforcing community norms.”).
84. See Bethel Sch. Dist. No. 403 v. Fraser, 478 U.S. 675, 681 (1986) (stating that it is a
duty of schools to “inculcate the habits and manners of civility as values in themselves
conducive to happiness and as indispensable to the practice of self-government in the
community and the nation”) (internal quotation omitted); Robert C. Post, Community and the
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The calculations of the community/democracy tradeoff are
made even more complicated because a strong sense of political
community is a prerequisite for a thriving democracy.85 This is true
in at least three ways: First, we can start with the democratic ideal
of self-rule. Many argue that for democratic politics to be
legitimate, they must be perceived as instances of self-rule,
meaning that the citizens should be able to view the state as
belonging to them. This necessitates the adoption of what
Habermas calls the “‘we’ perspective of active selfdetermination.”86 Without a political community, the idea of selfrule is conceptually and culturally incoherent. If a sense of we-ness
is not a part of the political culture, who exactly is the subject/self
that will engage in self-rule? Another aspect of this relationship is
that, in Robert Post’s words, “the very value of self-governance,
upon which democracy depends, is itself the product of a particular
kind of community, one which through processes of socialization
instills and maintains the value of collective autonomy.”87 Second,
related to self-rule is the idea that democracy requires (or is made
better by) having engaged and committed citizens. Such a
commitment is bolstered by the existence of a common political
community. In the words of Charles Taylor: “A citizen democracy
can only work if most of its members are convinced that their
political society is a common venture of considerable moment and
believe it to be of such vital importance that they participate in the
ways they must to keep it functioning as a democracy.”88 Put
simply, because democratic, liberal states require a great deal of
their citizens, they are reliant on a “much greater solidarity toward
compatriots than toward humanity in general.”89 Third, only
within a political community can public discourse be seen as a place
where rational persuasion is possible. Community-based civility
First Amendment, 29 ARIZ. ST. L.J. 473 (1997) [hereinafter Post, Community and the First
Amendment] (arguing that the need to maintain both community and democratic legitimacy
results in the First Amendment not including major mechanisms of socialization, such as
schools, in its protected “public discourse”).
85. See Post, Community and the First Amendment, supra note 84.
86. JÜRGEN HABERMAS, BETWEEN FACTS AND NORMS: CONTRIBUTIONS TO A DISCOURSE
THEORY OF LAW AND DEMOCRACY 499 (William Rehg trans., 2015).
87. Post, Community and the First Amendment, supra note 84, at 482.
88. Charles Taylor, Why Democracy Needs Patriotism, in MARTHA C. NUSSBAUM, FOR
LOVE OF COUNTRY: DEBATING THE LIMITS OF PATRIOTISM, 119, 120 (Joshua Cohen ed., 1996).
89. Id.
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norms are exactly what constitutes a sense of rationality.90 If such
civility norms—that only have meaning to a socialized member of
the community—are broken, this “almost invariably makes speech
seem . . . intimidating or abusive.”91
If we accept that democracy relies on the existence of a political
community, then we must conclude that the First Amendment
is founded on a paradox.92 To fulfill its goal of promoting
democratic legitimacy, the First Amendment protects forms of
speech that undermine and harm the health of the democratic
political community upon which democracy relies. In order to
bolster the framework of democracy, the First Amendment protects
those who sap its foundations. While this paradox has been
successfully sustained within the United States, its existence
strengthens the idea that European speech norms can also be seen
as substantially democratic.
III. HATE SPEECH AND THE POLITICAL COMMUNITY
Hate speech undermines the sense of trust and shared political
community that democracy relies on. It challenges the community’s
existence because it consistently breaks with the rules of civility,
which enable public discourse. This is true for two reasons:
First, hate speech is not only intimidating or abusive, but it is
usually also divisive.93 It most often seeks to exclude a group (based
on gender, race, or other attributes) from full membership in the
public.94 This exclusion, if effective, creates clear harm to the
excluded community, alienating them from public discourse. This
90. Post, Community and the First Amendment, supra note 84, at 482 (“[P]ublic discourse
can link the individual wills of citizens to the general will of the nation only if public
discourse is perceived as a process of rational dialogue, and community rules of civility are
what define and constitute dialogue as rational.”).
91. Id.
92. Id. (“If a healthy democracy requires and presupposes the existence of a healthy
community, if a major purpose of the First Amendment is to provide the basis of democratic
legitimacy, and if democratic legitimacy itself requires the First Amendment to suspend the
enforcement of community norms within public discourse, the First Amendment can
accurately be said to be founded on paradox.”).
93. See Steven J. Heymann, Hate Speech, Public Discourse, and the First Amendment, in
EXTREME SPEECH AND DEMOCRACY, supra note 6, at 158, 172 (“Hate speech disrespects the
autonomy of others and refuses to deliberate with them. In these ways, it tends to undermine
rather than to promote the formation of a genuinely common will.”).
94. This aspect is central in most hate speech regulations and laws. See infra
Section III.A.
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is not a peripheral element of hate speech but one of its central aims
and effects. As Jeremy Waldron argues, the harm of hate speech is
caused “by visible, public, and semipermanent announcements to
the effect that in the opinion of one group in the community,
perhaps the majority, members of another group are not worthy of
equal citizenship.”95 The divisive effects of hate speech are not
limited to the targeted group. The prevalence of hate speech
constantly undermines the assumed existence of a common
political community. Psychological studies have shown that
“frequent exposure to hate speech changes the dominant image of
the outgroup targeted by such language. Being frequent targets of
verbal aggression, minority group members become increasingly
viewed as inferior to one’s ingroup due to system justification
mechanisms.”96 The existence of a unified citizen body is constantly
being relativized and put into question by the emphasis on internal
division that is inherent in hate speech. Racist speech, for example,
declares that the democratic community is not a community at all
but that it is made out of antagonistic races, some of which are
superior to others.97 The prevalence of racist speech, therefore,
undermines the sense of a common civic identity. How can citizens
adopt the “we-perspective” and believe that the state belongs to
them in a meaningful way when they are constantly reminded that
many of their fellow citizens see them as outsiders?
Second, by being abusive and seeking to exclude, hate speech
undermines the shared rationality and freedom that enable public
discourse. It does this not by emphasizing division and exclusion,
as in my first point, but by challenging the idea that engaging in
public discourse is worthwhile at all. Speech norms are central to
the formation of any community, and perhaps even more so to the
democratic community since it is maintained by constant public
discourse and debate. Because “the identity of democratic citizens
will have been formed by reference to community norms,” hate
speech or any “speech in violation of civility rules will
95. WALDRON, supra note 16, at 33.
96. Michał Bilewicz & Wiktor Soral, Hate Speech Epidemic. The Dynamic Effects of
Derogatory Language on Intergroup Relations and Political Radicalization, 41 POL. PSYCH. 3, 8
(2020). See also sources discussed in supra note 18.
97. Post, Racist Speech, Democracy, and the First Amendment, supra note 80, at 299
(“[S]tigmatizing and disabling effects of racist speech effectively exclude its victims from
participation in public discourse.”).
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characteristically be perceived as both irrational and coercive.”98
For the citizen body to be motivated to engage in public discourse
to influence politics, they must see it as a realm where free
communication and persuasion are possible. Therefore, the
prevalence of irrationality and coercion in communication disables
citizens’ ability to engage in public discourse and undermines the
community-building aspects of democratic deliberation. For
example, Racist speech undermines the ability and willingness to
rationally engage in public discourse.99 Because racism breaks the
community’s civility norms, it is seen as vicious abuse rather than
an expression of legitimate opinions. If such speech is prevalent,
what exactly would motivate the citizen body to participate in
public discourse? The prevalent racist speech will communicate to
all that many of their fellow citizens cannot be communicated with
because they are violent and abusive and not in the business of
debating and discussing.
Let me now turn to the ways in which states and digital
platforms define and try to regulate hate speech.
A. Defining and Identifying Hate Speech
To regulate, one must first define. We, therefore, find platforms,
legislatures, judges, and academics actively engaged in seeking to
identify the essential elements of hate speech. This section surveys
some of these definitions and regulations. It shows that it is
impossible to isolate the task of identifying hate speech from the
particular cultural context in which it is made. In other words, that
it is impossible to identify hate speech universally, only through
socialization in the civility norms of particular cultures.
For example, the European Union’s Framework Decision on
combating certain forms and expressions of racism and xenophobia by
means of criminal law, which lay the groundwork for the European
Council’s “Code of Conduct” agreement with the major digital
platforms,100 defines hate speech as speech that includes one of
three things: (1) “Public incitement to violence or hatred directed
98. Id. at 287.
99. Id. at 302–03. (“The argument that racist speech is irrational and coercive, that it is
nothing more than a kind of ‘linguistic abuse (verbal abuse on an unwilling target),’ thus
cuts to the very root of public discourse.”).
100. Andrew F. Sellars, Defining Hate Speech 20–21 (Berkman Klein Ctr. Rsch., Rsch.
Pub. No. 2016-20, 2016), https://www.ssrn.com/abstract=2882244.
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against a group of persons or a member of such group defined on
the basis of race, [color], descent, religion or belief, or national or
ethnic origin;”101 (2) “public dissemination or distribution of tracts,
pictures, or other material containing expressions of racism and
xenophobia;”102 and (3) “publicly condoning, denying or grossly
trivializing crimes of genocide, crimes against humanity, and war
crimes [as defined in E.U. law], when the conduct is carried out in
a manner likely to incite violence or hatred against such group
or a member of such group.”103 The German Penal Code, which
is especially pertinent for this Article because it feeds into NetzDG,
includes in the category of hate speech whoever: (1) “incites
hatred against segments of the population or calls for violent or
arbitrary measures against them; or (2) Assaults the human dignity
of others by insulting, maliciously maligning, or defaming
segments of the population.”104
For many digital platforms, the defining diagnostic element is
the promotion of violence. In “Twitter Rules,” the document that
defines community norms on Twitter, there is a section of rules
titled “Safety.”105 In it, Twitter specifically prohibits “hateful
conduct,” which it defines as “promot[ing] violence against, or
directly attack[ing] or threaten[ing] other people on the basis of
race, ethnicity, national origin, caste, sexual orientation, gender,
gender identity, religious affiliation, age, disability, or serious
disease.”106 Twitter also declares that it does not permit accounts
“whose primary purpose is inciting harm towards others on the
basis of these categories.”107 Facebook parallels this language
in their community guidelines, where it prohibits content that
directly attacks people based on their “race, ethnicity, national
origin, religious affiliation, caste, sexual orientation, sex, gender
identity and serious diseases.” Beyond this, Facebook bans
101. Council Decision 913/JHA, 2008 O.J. (L 328) 5 (EU), https://eur-lex.europa.eu/
legal-content/%20%20EN/TXT/?uri=LEGISSUM:l33178.
102. Id.
103. Id.
104. STRAFGESETZBUCH [STGB] [PENAL CODE], § 130, https://sherloc.unodc.org/cld/uploads/
res/document/deu/1998/german_criminal_code_html/german_criminal_code.pdf (Ger.).
105. The Twitter Rules, TWITTER, https://help.twitter.com/en/rules-and-policies/
twitter-rules (last visited Oct. 20, 2021).
106. Hateful Conduct Policy, TWITTER, https://help.twitter.com/en/rules-and-policies/
hateful-conduct-policy (last visited Oct. 20, 2021).
107. Id.
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“[o]rganizations and people dedicated to promoting hatred against
these protected groups.”108
All of these definitions, as they stand, face a hard conceptual
and practical challenge: they need to somehow distinguish between
hateful speech and legitimate disagreement or dislike. While all of
these definitions agree that the former should be dealt with, they
are clearly not meant to prevent disagreement, which is essential
for political (or any) debates.109 For example, how can one
distinguish legitimate critique of the state of Israel and its
occupation of the West Bank from antisemitic vitriol in the guise of
such a critique? Similarly, where is the line between an acceptable
critique of fundamentalist Islam to islamophobia? This often makes
the practical enforcement of these definitions into either an
empirical measure (how much harm is likely to be done) or an
examination of the manner or style of the speech (how hateful it
reads or sounds).110
Some of the academics who work on hate speech seek the
certainty of empirical standards. Calvin Massey’s definition, for
one, declares that “hate speech is any form of speech that produces
any of the harms which advocates of suppression ascribe to hate
speech: loss of self-esteem, economic and social subordination,
physical and mental stress, silencing of the victim, and effective
exclusion from the political arena.”111 If we know what harm we are
interested in preventing and have a good sense of what type of
speech creates that harm, then that speech is hateful. It is, however,
quite doubtful that empirical measurements of harm (or the
probability of harm) can be used in the moderation or regulation of
digital speech. It is hard to see how such a measure can be fine
enough to distinguish between any two instances of speech.
The inadequacy of empirical harm as a diagnostic tool leads
many other definitions and regulations to seek to infer hatefulness

108. Hate Speech: Publisher and Creator Guidelines, FACEBOOK (Sept. 22, 2021),
https://www.facebook.com/business/help/170857687153963?id=208060977200861.
109. Post, Hate Speech, supra note 6, at 125 (“They must distinguish hatred from
ordinary dislike or disagreement. Even those who believe that hatred should be punished
because it is ‘extreme’ would readily concede that disagreement, even disagreement that
stems from dislike, ought to be protected because it is the lifeblood of politics.”).
110. Id. at 127.
111. Calvin R. Massey, Hate Speech, Cultural Diversity, and the Foundational Paradigms of
Free Expression, 40 UCLA L. REV. 103, 105 n.2 (1992).
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from the manner or style of speech.112 For example, Facebook’s
community standards do not address the manner or civility of
speech, and when we look into how they recognize incitement of
violence or harm, we find that civility norms matter very much. In
2012, a copy of Facebook’s internal guidelines to their content
moderation team was leaked.113 There it defines “hate content,”
including (1) slurs or racial comments of any kind; (2) attacking
based on a protected category; (3) hate symbols, either out of
context or in the context of hate phrases or support of hate groups;
(4) showing support for organizations and people primarily known
for violence; (5) depicting symbols primarily known for hate and
violence, unless comments are clearly against them; (6) “versus
photos” […] comparing two people (or an animal and a person that
resembles that animal) side by side; and (7) photo-shopped images
showing the subject in a negative light. In one of the few attempts
to engage in some form of definitional balancing here, moderators
are instructed that “[h]umor overrules hate speech UNLESS slur
words are present or the humor is not evident.”114 Obviously, the
idea of slurs, hate phrases, and symbols are manners of speech that
can only be understood within a particular cultural context.
Holocaust jokes sound very different on a neo-Nazi page than on a
Jewish comedian’s page.
Many, if not most, of the ways in which potentially harmful
speech can be identified is by interpretation which relies on the
civility norms of the enforcer. That can be witnessed by trying to
create a convoluted rule on how to deal with humorous speech. In
fact, most hate speech regulation follows this dynamic. It permits
speech about the sensitive topics of race, nationality, gender, and
112. The cultural or civility element exists also in most academic definitions of hate
speech. For example, Bhikhu Paresh argues that hate speech has 3 essential elements: (1) “it
is directed against a specified or easily identifiable individual or, more commonly, a group
of individuals based on an arbitrary or normatively irrelevant feature”; (2) the speech
“stigmatizes the target group by implicitly or explicitly ascribing to it qualities widely
regarded as undesirable”; and finally, (3) “because of its negative qualities, the target group
is viewed as an undesirable presence and a legitimate object of hostility.” Bhikhu Parekh, Is
There a Case for Banning Hate Speech?, in THE CONTENT AND CONTEXT OF HATE SPEECH:
RETHINKING REGULATION AND RESPONSES 37, 40–41 (Michael Herz & Peter Molnar eds.,
2012). Only by being embedded in a particular community and its social norms, can we know
what qualities are undesirable. See id.
113. See Abuse Standards 6.2, SCRIBD (2012), https://www.scribd.com/doc/81877124/
Abuse-Standards-6-2-Operation-Manual.
114. Id.
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religion as long as these do not cross some line of indecency and
civility norms. How do platforms, courts, and regulators figure out
how to distinguish between civil and uncivil speech? It seems
like the only way to do so is by referring “to ambient social norms
which allow us to distinguish speech that is outrageous from
speech that is respectful.”115 Therefore, to a large extent, the
enforcement of any hate speech norms relies on the shared cultural
understanding of those that control the enforcing platforms, courts,
or agencies.
In summary, two types of elements seem to inescapably exist in
all types of hate speech regulations: (1) A declaration of purpose
and rationale (we prohibit hateful, violent, harmful speech) and (2)
Rules of identification (we recognize hate speech by examining the
manner of speech or by assessing harm). The purpose and rationale
of hate speech are almost non-controversial. Few outside of
libertarian circles would object to the prohibition of the promotion
of violence or harm or outright abuse. Simultaneously, the rules of
identification which are the tools of concrete enforcement, do not
enjoy the same status. The concrete implementation of such
regulations seems to necessarily rely on reference to communitybased social norms. The inability of hate speech regulation to
escape from particular communities’ civility norms has significant
ramifications for how we envision online free speech. Simply put,
it means that there are no such things as transnational standards for
regulating hate speech. Only within the context of particular
communities is hate speech recognizable. If digital platforms
establish global codes of conduct and hate speech regulations, they
are bound to impose the values (and political assumptions) of some
(mainly U.S. citizens) over everyone else.
B. The Social Forces that Counteract the Divisive Effects of Hate Speech
The effects of hate speech and the undermining of the
democratic community are counteracted through two political and
social institutions: (1) State institutions and law; and (2) Civil
society institutions and norms. As we will see, both of these work
in tandem to sustain the political community by inculcating civility
norms and penalizing uncivil speech. Legal regimes, like the one in
the United States, in which state law is constitutionally constrained
115. Post, Hate Speech, supra note 6, at 127.
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from directly enforcing speech norms, will likely rely more strongly
on non-state actors that operate in civil society to maintain the
political community. Later, I argue that the gradual shift from mass
media to digital platforms makes civil society’s sustaining powers
less effective, and therefore requires shifting some of this labor to
the state.
1. State law
There are two ways in which states inculcate and enforce the
civility norms of the democratic community:
The first, and perhaps most meaningful, is through supporting
the process of socialization into the community, which happens in
public schools, the army (depending on the society), and the family.
These are institutions in which a child’s identity is shaped and
influenced in ways that are decidedly undemocratic. The child’s
identity “comes to be by way of the internalization of sanctions that
are de facto threatened and carried out.”116 In both U.S. and
European law, these institutions are generally exempt from the
requirements of free speech law.117 For example, in Bethel School
District No. 408 v. Fraser, the Supreme Court upheld a punishment
given to a high school student for delivering an “indecent” and
“offensive” student council speech.118 The court explained that the
“objectives of public education” included “the ‘inculcat[ion of]
fundamental values necessary to the maintenance of a democratic
political system.’”119 A crucial part of these values are “the habits
and manners of civility as . . . indispensable to the practice of selfgovernment,” that is, community civility norms.120 Schools, as
“instruments of the state, may determine that the essential lessons
of civil, mature conduct cannot be conveyed in a school that
tolerates lewd, indecent, or offensive speech and conduct such as
116. JÜRGEN HABERMAS, 2 THE THEORY OF COMMUNICATIVE ACTION 38 (Thomas
McCarthy trans. 1989).
117. Post, Community and the First Amendment, supra note 84, at 482 (“One important
consequence of this paradox is that the First Amendment will not define public discourse in
such a way as to obstruct the reproduction of the healthy community that makes democracy
possible. Mechanisms of primary socialization, like public schools or the family, will not be
subject to the constitutional restraints of public discourse.”).
118. See Bethel Sch. Dist. No. 403 v. Fraser, 478 U.S. 675, 676 (1986).
119. Id. at 683 (quoting Ambach v. Norwick, 441 U.S. 68, 77 (1979)).
120. Id. at 681 (quoting CHARLES A. BEARD & MARY R. BEARD, THE BEARDS’ NEW BASIC
HISTORY OF THE UNITED STATES 228 (1968)).
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that indulged in by this confused boy.”121 Since these primary
socialization mechanisms are not subject to the full weight of
the constitutional restraints on public discourse, they are able
to continue to maintain the political community through the
teaching and enforcement of civility norms. However, although
these institutions enable the establishment of a political
community, they have no direct effect on the prevalence of hate
speech in public discourse. For that, we must turn to laws that
directly regulate speech.
Direct regulation of speech is the second tool in the state’s
arsenal. European and U.S. approaches to free speech diverge on
the issue of this type of legislation. For example, under the common
law of libel (which basically applied in the United States until it was
limited in New York Times Co. v. Sullivan),122 a person was entitled
to damages for a false and defamatory statement. In order to make
such a case, it was enough for the plaintiff to prove that a
presumably false statement that was published (1) was defamatory
and (2) was discussing the plaintiff. The plaintiff was not required
to establish actual damage to her reputation.123 Scholars have
convincingly argued that this presumption of damages is a part of
the “enforcement of society’s interest in its rules of civility . . . .”124
This is but one example. Indeed, even in the realm of public
discourse, the idea that legislation can prohibit vulgarity and other
offensive forms of speech has a long history in the common law and
is expressed in legal concepts such as group libel,125 fighting
words,126 true threats,127 words that might incite imminent

121. Id. at 683.
122. See, e.g., New York Times Co. v. Sullivan, 376 U.S. 254 (1964).
123. See generally Philip A. Hamburger, The Development of the Law of Seditious Libel and
the Control of the Press, 37 STAN. L. REV. 661 (1985) (laying out the history and development
of the law of seditious libel).
124. Robert C. Post, The Social Foundations of Defamation Law: Reputation and the
Constitution, 74 CALIF. L. REV. 691, 711 (1986).
125. See, e.g., Beauharnais v. Illinois, 343 U.S. 250 (1952).
126. See, e.g., Chaplinsky v. New Hampshire, 315 U.S. 568 (1942).
127. See, e.g., Virginia v. Black, 538 U.S. 343 (2003).
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lawlessness,128 public nudity,129 broadcast indecency,130 obscenity,131
and child pornography.132 First Amendment doctrine, however,
severely limited the ability of courts to enforce these norms. This
doctrine does not allow the government to impose even the most
minimal of civility norms in the realm of public discourse. This
makes the United States an outlier, as no other “democracy so
completely suspends the enforcement of civility norms.”133 These
type of laws are also the crux of the disagreement on the regulation
of digital hate speech: those advocating for the dominance of First
Amendment norms in the digital public sphere seek to make it free
of governmental enforcement of civility norms, while the other side
seeks to convince and coerce digital platforms to enforce their local
norms on the Internet (at least as it is accessed by their citizens).
2. Civil society
Although the role of the state in maintaining the political
community should not be underestimated, it is by no means
the only social institution serving that function. Civil society acts
as a crucial layer between the state and its citizens and has a
crucial function in the maintenance of community civility norms
in public discourse.
Citizens come together in the public sphere to express their
views and influence public opinion, which impacts the political
institutions of society. In the words of the sociologist Craig
Calhoun, the existence of a public sphere “helps to constitute the
demos itself—’the people’—as a collectivity able to guide its own

128. See, e.g., Brandenburg v. Ohio, 395 U.S. 444, 447 (1969) (holding that speech
advocating lawless action is protected unless it is “directed to inciting or producing
imminent lawless action and is likely to incite or produce such action”); cf. Holder v.
Humanitarian L. Project, 561 U.S. 1, 29 (2010) (upholding federal statute that prohibits
lending “material support” to a foreign terrorist organization, even when the support
includes training or assistance that itself is not unlawful or aimed at illegal ends, where
the assistance is coordinated with the terrorist organization versus independent advocacy
on its behalf).
129. See, e.g., City of Erie v. Pap’s A.M., 529 U.S. 277 (2000); Barnes v. Glen Theatre, Inc.,
501 U.S. 560 (1991).
130. See, e.g., FCC v. Pacifica Found., 438 U.S. 726 (1978).
131. See, e.g., Miller v. California, 413 U.S. 15 (1973).
132. See, e.g., New York v. Ferber, 458 U.S. 747 (1982).
133. James Weinstein, A Brief Introduction to Free Speech Doctrine, 29 ARIZ. ST. L.J. 461,
466 (1997).
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future. The public sphere works by communication, combining
cultural creativity, the selective appropriation of tradition, and
reasoned debate to inform its members and potentially to influence
states and other institutions.”134 Civil society is the institutional
expression of public opinion. It includes the institutions that belong
neither to the state nor to the market, including NGOs, religious
and ideological organizations, universities, associations, and most
crucially, the media. These are “autonomous associations,
independent of the state” that are the location in which “society as
a whole can structure itself and co-ordinate its actions through such
associations which are free of state tutelage.”135 Civil society is the
site in which the democratic community is formed. This is what
the sociologist Jeffery Alexander means when he states that
“civil society should be conceived as a solidary sphere, in which a
certain kind of universalizing community comes to be culturally
defined and to some degree institutionally enforced.”136 When such
a community exists, “it is exhibited and sustained by public
opinion, deep cultural codes, distinctive organizations—legal,
journalistic and associational—and such historically specific
interactional practices as civility, criticism, and mutual respect.”137
It is through the institutions of civil society that the norms of a
particular political community are developed, disseminated, and
finally enforced.
A well-functioning civil society is crucial for democracy.
Without a civil society to structure and channel the chaos of public
discourse, full of diverse ideas and conflicting interests, the state
would have nothing to be responsive to. As Manuel Castells, one of
the central theorists of the information society, puts it:
It is the interaction between citizens, civil society, and the state,
communicating through the public sphere, that ensures that the
balance between stability and social change is maintained in the
conduct of public affairs. If citizens, civil society, or the state fail
to fulfill the demands of this interaction, or if the channels of
communication between two or more of the key components of
134. Craig J. Calhoun, Civil Society and the Public Sphere, in THE OXFORD HANDBOOK OF
CIV. SOC’Y 321 (Michael Edwards ed., 2011).
135. Charles Taylor, Civil Society in the Western Tradition, in THE NOTION OF TOLERANCE
AND HUM. RTS. 117, 118, 120 (Ethel Groffier & Michel Paradis eds., 1991).
136. ALEXANDER, supra note 23, at 31.
137. Id.
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the process are blocked, the whole system of representation and
decision making comes to a stalemate.138

The ability of civil society to balance stability and change is due to
its continual production (and reproduction) of a common political
identity related to a particular nation-state. This is a type of
legitimizing identity—that is, an identity that rationalizes a
particular polity. Civil society, for Castells, is “a set of organizations
and institutions, as well as a series of structured and organized
social actors, which reproduce, albeit sometimes in a conflictive
manner, the identity that rationalizes the sources of structural
domination.”139 This identity is grounded in narrative accounts that
elaborate how the past of the community legitimizes its present. In
this sense, every political community or “nation has a myth of
origin . . . that anchors this discourse in an account of the historical
events involved in its early formation.”140
In the public sphere and in civil society, there can be conflicts
about the shape and content of the narrative accounts, but even
these conflicts are all feeding into the evolution of a legitimizing
identity. Social change can be sought within civil society or outside
of it. The quintessential example of the former is represented in
Martin Luther King’s words: “I have a dream that one day this
nation will rise up and live out the true meaning of its creed: We
hold these truths to be self-evident, that all men are created
equal.”141 Here, he asks Americans (the shared identity of public
discourse and civil society) to meet the demands of their own
history and founding documents.142 It is a claim for action that is
based on a shared sense of institutions and historical narratives. It
wishes to reform the existing community rather than burn it down
and start afresh.

138. Manuel Castells, The New Public Sphere: Global Civil Society, Communication
Networks, and Global Governance, 616 ANNALS AM. ACAD. POL. & SOC. SCI. 78, 79 (2008).
139. 2 Manuel Castells, Communal Heavens: Identity and Meaning in the Network Society,
in THE POWER OF IDENTITY 1, 8 (2011).
140. ALEXANDER, supra note 23, at 63.
141. ‘I Have A Dream’ Speech, In Its Entirety, NPR (Jan. 18, 2010, 10:00 PM),
https://www.npr.org/2010/01/18/122701268/i-have-a-dream-speech-in-its-entirety.
142. See ALEXANDER, supra note 23, at 63 (“Democratic law and procedures are seen as
having been won by the voluntary struggles of the founding fathers and guaranteed by
historical documents like the Bill of Rights and the Constitution.”).
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Contrast this with the constitution of the United States
Communist Party, which calls for a fight “for broad-based unity
and against all divisions opposed to working-class interests—
racism, sexism, nationalism, chauvinism, homophobia, and
anticommunism.”143 Thus, it grounds its demand for change not in
American history and identity but in another form of identity: the
global working class and its struggles. This is a stance that may well
find itself outside the acceptable discourse of civil society.
One of the central ways in which civil society institutions
produce this political community is through the establishment and
enforcement of common civility norms. These norms can help unite
even deeply divided societies. Often, even in such societies, “the
constructions of both civic virtue and civic vice tend to be widely
accepted by all sides.”144 Civility norms control who is able to
engage in public discourse in civil society and who is shut out. As
we have seen, the production of a legitimizing identity (a
democratic political community) requires the enforcement of a set
of common civility norms. In short, it requires that certain forms of
unacceptable speech be met with social or legal sanctions. The elites
of civil society generally, and especially the custodians of the means
of mass communication, act as both the gatekeepers and curators of
public discourse.
IV. MEDIA AND CIVILITY NORMS
If we assume that one of the main goals of free speech—digital
or not—is to bolster democratic legitimacy, and if we accept that
online hate speech has the potential to undermine democratic
communities, then we must ask which social force (legislation or
civil society norms) remain effective in the digital age.
In the case of online hate speech, the most important institution
in civil society is the media, which provides the infrastructure for
the public sphere. For media scholar Stig Hjarvard, the media
constitutes “a realm of shared experience[s]”145 by creating texts,
videos, and sounds that are seen and heard by many citizens.

143. CPUSA Program, COMMUNIST PARTY USA (Apr. 13, 2020), https://www.cpusa.org/
party_info/party-program/#3d.
144. ALEXANDER, supra note 23, at 64.
145. Stig Hjarvard, The Mediatization of Society: A Theory of the Media as Agents of Social
and Cultural Change, 29 NORDICOM REV. 105, 126–31 (2008).
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For Alexander, the media is central in the production of the
“symbolic patterns that create the invisible tissue of society on the
cultural level . . . .146 In fact, the media is the central social
institution in the production of a political community in segmented
and multicultural societies. It is this shared daily experience (and
norms) that grounds the part of public discourse that is directed at
society as a community and limits itself only to citizens and
institutions that are members of the community.147
Jeffery Alexander describes this role of media explicitly and in
a way that is worth quoting at length:
[M]edia is concerned not only with the diffusion of information to
a mass public, but also—and this is particularly true for media
events—with the dramatization of civil society and the creation of
a common cultural framework for building common identities.
Elaborated through the most compelling narratives of civil
society, media events provide the cultural grounds for attachment
to the social imaginary of civil society, and they provide plot
points for updating the ongoing public narratives of civil society
and nation.148

These common identities, the primary of which is that of the
democratic political community, rely on the constant discussion in
public discourse about who deserves membership and who does
not. To become a member, one must adopt the discourse of civil
society, which includes both a common set of symbols that provide
the tools for public actors to speak and for readers/listeners to
interpret and a set of common narrative frameworks that relate to
the present state of affairs to the past and the future.149 A major part
of instilling this common culture and set of virtues in society is
through the social promulgation of civility norms. To engage in
civil society, one must adopt its particular sense of civility.

146. Jeffrey C. Alexander, The Mass News Media in Systemic, Historical, and Comparative
Perspective, in DIFFERENTIATION THEORY AND SOCIAL CHANGE: COMPARATIVE AND
HISTORICAL PERSPECTIVES 323, 324 (Jeffrey C. Alexander & Paul Colomy eds., 1990).
147. See, e.g., ALEXANDER, supra note 23, at 72 (“[O]rients itself to the society qua
collectivity, to an audience of citizens and to institutional actors only insofar as they are
members thereof.”).
148. Jeffrey C. Alexander & Ronald N. Jacobs, Mass Communication, Ritual and Civil
Society, in MEDIA, RITUAL AND IDENTITY 28 (Tamar Liebes & James Curran eds., 1998)
(citation omitted).
149. Id. at 30.
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Changes in communication technology have profound
implications for the development and function of civil society.150
This has been the case both for the invention of printed media and
of visual and audio media.151 Although the type of communication
technology does not necessitate any particular configuration of
social institutions, it does limit their potential development by
structuring the ability to communicate over time and space.152 As I
discuss below, the rise of digital communication entailed
democratization of access to information and of the means of
information production. This change in media technology has farreaching consequences on the way civil society and the public
sphere function.153 One such change, I argue, is in the way these
new technologies affect the ability of civil society generally, and the
media particularly, to sustain a democratic community.
In the remainder of this Part, I lay out some of the foundational
differences between the way “old media” and “new media” relate
to state-bound political communities. I argue that the rise of digital
platforms disables, in various ways, the ability (and willingness) of
media gatekeepers to maintain the speech norms that define and
sustain the political community. Specifically, I argue that as our
media ecosystem becomes more and more internet-based, two
transformations occur: The first is the diminishing ability of
traditional media organizations and elites to control the
promulgation of information—they are transformed from
gatekeepers into gatewatchers. The second is the movement of much
of the media ecosystem from domestic civil society to a
transnational corporate space. The new gatekeepers—mainly big

150. See generally HAROLD A. INNIS, THE BIAS OF COMMUNICATION (2008) (explores the
relationship between the development of media technology and civil society).
151. Bernard Enjolras & Kari Steen-Johnsen, The Digital Transformation of the Political
Public Sphere: A Sociological Perspective, in INSTITUTIONAL CHANGE IN THE PUBLIC SPHERE:
VIEWS ON THE NORDIC MODEL 102 (Fredrik Engelstad et al. eds., 2017) (“This has been the
case both for the invention of printed media and of audio and visual media in the past.”).
152. Id. (“Communication technologies impact social institutions and values by
structuring time and space. Space-biased media in the form of digital communications entail
a democratization of access to information and to the means of information production,
undermining the cultural monopoly of knowledge and information that has been
predominant with previous communication technology [print and electronic mass media].”).
153. Id. (“Such a transformation of the technological infrastructure of communication
is not without far-reaching consequences in terms of the institutional structure and functions
of the public sphere.”).
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digital platforms—are not responsive to the speech culture of
different political communities.
A. From Gatekeepers to Gatewatchers—or Why “Old” Media Cannot
Fulfill Its Civil Society Function Anymore
Media elites and institutions function as the gatekeepers of
communication. Pamela Shoemaker defines gatekeeping as the
“process of culling and crafting countless bits of information into
the limited number of messages that reach people each day . . . .
People rely on mediators to transform information about billions of
events into a manageable subset of media messages.”154 The type
and manner of gatekeeping vary tremendously between different
media ecosystems.
The information flow in a mass media society is “asymmetrical
and unidirectional.”155 The ability to print or broadcast is held by a
few hands, and what is printed or broadcasted is sent out to the
consumer ready-made, and the views/readers have little influence
over it. This reflects a technological reality: print and broadcast
require large investments in physical capital and centralized
production of information. This mode of information production
requires high levels of capital concentration (e.g., news networks,
Hollywood studios, NPR).156 Mass media creates a “technological
bottleneck, and the people who control mass media are gatekeepers
controlling its use.”157 Prior to the rise of digital media, this
bottleneck has enabled mass media to become the “main
institutional vehicle for regulating and enabling expression within
society.”158 Since the channels of communication were limited, the
ability of mass media elites to function as regulative gatekeepers of
public discourse was very significant. This gatekeeping, at its most
basic, was a regime that effectively controlled what content can
emerge from the production processes in print and broadcast

154. PAMELA J. SHOEMAKER, GATEKEEPING 1 (1991).
155. Balkin, Digital Speech and Democratic Culture, supra note 68, at 10.
156. See, e.g., Enjolras & Steen-Johnsen, supra note 151, at 102 (“Whereas mass media
communication required centralized means of information production and large
investments in physical capital[.]”).
157. Balkin, Digital Speech and Democratic Culture, supra note 68, at 10.
158. Enjolras & Steen-Johnsen, supra note 151, at 104–05.
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media. Those who control the gate (journalists, editors, owners)
decide what content reaches their audiences.159
Until recently, edited news media played a central role in the
regulation of speech in modern democracies. The journalists,
editors, and owners of mass media controlled both the production
and curation of “news” from the endless current of events and ideas
and its publication and transmission to the public. In such a media
ecosystem, which was until recently the reality of all democratic
societies, traditional mass media was the main tool through which
civil society “enforced” the civility norms of the community. If a
person or group wanted to reach a wide audience, they had to go
through the gatekeepers to gain access to an effective platform.
It follows that if media elites share a broad understanding of what
speech is uncivil (a likely, if not necessary, reality), then they would
tend to exclude it from public discourse without any need for
state intervention.
With digitalization came the gradual transformation of the role
of traditional media in society. This transformation has been
described
as
“an
evolution
from
‘gatekeeping’
to
‘gatewatching.’”160 Where mass media is centralized and
controlled, internet-based media are decentralized and include
significantly wider access to means of information production and
distribution. This transformation can be boiled down to one idea:
“it is no longer speech itself that is scarce, but the attention of
listeners.”161 In an ecosystem characterized by a limited amount of
speech, it was possible for mass media to guard the gates
effectively. In the digital ecosystem, where speech is anything but
scarce,162 their role is transformed. According to Balkin,
digitalization offers two new options for handling mass media: The
first is “routing around” which is literally reaching audiences

159. 26 AXEL BRUNS, GATEWATCHING: COLLABORATIVE ONLINE NEWS PRODUCTION 11
(2005) (“[G]atekeeping simply refers to a regime of control over what content is allowed to
emerge from the production processes in print and broadcast media; the controllers
[journalists, editors, owners] of these media, in other words, control the gates through which
content is released to their audiences.”).
160. Enjolras & Steen-Johnsen, supra note 151, at 106–07 (citations omitted). See generally
BRUNS, supra note 159 (describing the new phenomenon of gatewatching).
161. Wu, supra note 27.
162. See id. at 549 (“[S]peakers are more like moths: their supply is apparently endless,
and they tend to congregate on brightly lit matters of public controversy.”).
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directly, without going through a gatekeeper.163 For example, you
can establish your own website or blog. The second option is to
“glom on,” which is to appropriate content from mass media,
“commenting on them, criticizing them, and above all, producing
and constructing things with them: using them as building blocks
or raw materials for innovation and commentary.”164 A large
percent of posts to Twitter, for example, is commentary on articles
from mass media websites. Through this process, the role of mass
media is gradually demoted to gatewatching. To gatewatch is to
not have control of the gate but rather rely more on the public as
“selectors and filters of content.”165 Mass media becomes merely
one voice (albeit an extremely important one) in what reaches
the public.
These developments undermine the gatekeeping function of
mass media in two ways: First, and more mundane, the shift
of readers and viewers to digital platforms challenges the financial
models of newspapers and TV channels. Second, and more
substantially, the ability of the media elite to set the agenda
and exclude certain forms of speech from public discourse is
weakened dramatically.
It is important for our discussion to notice that First
Amendment doctrine is developed under the assumptions of the
mass media ecosystem. Constitutional scholar Tim Wu argues that
the First Amendment operates on the basis of three assumptions:
First, that information is scarce.166 That is, that the marketplace of
ideas has only a limited number of speakers in it. Second, that the
audience has plenty of time and attention to become influenced by
these presented views.167 Finally, the coercive instruments of
government (criminal law, torts, censorship) are seen as the main

163. See Balkin, Digital Speech and Democratic Culture, supra note 68, at 10 (“The Internet
offers two different strategies for dealing with the mass media: routing around and
glomming on. Routing around means reaching audiences directly, without going through a
gatekeeper or an intermediary. For example, you can publish content on your own website
or distribute copies of your band’s music on the Internet.”).
164. Id. at 10–11.
165. Enjolras & Steen-Johnsen, supra note 151, at 105.
166. Wu, supra note 27, at 553 (“Consider three main assumptions that First
Amendment law grew up with. The first is an underlying premise of informational scarcity.”).
167. Id. at 554. (“[L]isteners are assumed to have abundant time and interest to be
influenced by publicly presented views.”).
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danger to the “marketplace of ideas.”168 All three of these
assumptions make some sense in the world of mass media but little
sense in the digital media ecosystem. It is also possible that a speech
regime like the one encapsulated in the First Amendment can only
work in a situation in which there is a civil society that helps sustain
the democratic community by enforcing civility norms in a way
that is separate from formal governmental power.
If digitalization left the old gatekeepers unable to fulfill their
speech regulation functions, what prevents the new custodians of
media—the digital platforms—from fulfilling the same function?
B. Moderating from Nowhere—or Why Digital Platforms Cannot
Takeover Mass Media’s Political Function
In this Part, I will argue that there are two reasons to think that
digital platforms are unable (and uninterested) to replace the
democratic community-building aspects of mass media. The first is
that their transnational nature creates a disconnect between digital
platforms and any particular state-bound civil society. The second
is that their business model and technological design push them
towards tailoring the media exposure of each user to their
particular preferences. This means that there is no common media
experience to maintain the democratic community.
1. Disconnected gatekeepers
The first reason that digital platforms are unlikely to be able to
fulfill the same gatekeeping functions of mass media is that they
are disconnected from any particular civil society (except,
potentially, the United States). Prior to the rise of the digital public
sphere, newspapers, and broadcasters were most often embedded
in particular polities and cultures. Even when they are owned by
transnational corporations (such as Rupert Murdoch’s corporation,
News Corp), these entities are most often edited and curated by
local teams which function as domestic gatekeepers. This means
that local media elites are almost always fully socialized members
of the domestic political community, which enables them to
informally enforce civility norms that maintain the borders of the
168. Id. (“[T]he government is assumed to be the main threat to the ‘marketplace of
ideas’ through its use of criminal law or other coercive instruments to target speakers [as
opposed to listeners] with punishment or bans on publication.”).
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community. Domestic gatekeepers are also sensitive to local
political and cultural circumstances. Mass media could fulfill this
function because the gatekeepers of information were fully
embedded in domestic civil society and culture.
In contrast to the embedded nature of traditional media, digital
platforms function as truly transnational and stateless media
spheres—flowing effortlessly through most national borders and
even language barriers. If the current dominant digital platforms
are embedded anywhere, it is in United States. Most of the major
digital platforms (with the exception of TikTok) were founded in
the United States and are headquartered there. Both macro and
micro moderation policies set by digital platforms reflect this
reality, and as we discussed above, many of these policies reflected
U.S. conceptions of free speech.169
The disconnected nature of the gatekeepers of the digital public
sphere is also reflected in how they understand their own
responsibility. As Mark Zuckerberg declares in his Facebook
Manifesto, this role is one of developing “the social infrastructure
to give people the power to build a global community that works
for all of us.”170 This community is necessary because humanity’s
greatest opportunities are now global—like spreading prosperity
and freedom, promoting peace and understanding, lifting people
out of poverty, and accelerating science. Our greatest challenges
also need global responses—like ending terrorism, fighting
climate change, and preventing pandemics. Progress now
requires humanity coming together not just as cities or nations,
but also as a global community.171

Nowhere in the Facebook Manifesto does Zuckerberg mention the
need to support the legitimacy of democratic states, nor does he
acknowledge the disruptive potential of building a global
community. This global ideology is reflected in the fact that
Facebook attempts to enforce its hate speech rules globally, with
little attention to local circumstances and culture.172
169. See generally Jin, supra note 40 (discussing the idea of U.S. digital imperialism).
170. Mathew Ingram, Here’s the Full Text of Mark Zuckerberg’s Manifesto, FORTUNE (Feb.
17, 2017, 2:36 PM), https://fortune.com/2017/02/17/mark-zuckerberg-manifesto-text/.
171. Id.
172. Julia Angwin & Hannes Grassegger, Facebook’s Secret Censorship Rules Protect White
Men from Hate Speech but Not Black Children, PROPUBLICA (June 28, 2017, 5:00 AM),
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This disconnect creates a situation in which the gatekeepers of
digital platforms are often completely detached from the civil
society effected by their decisions and are often not even especially
concern about these effects. Perhaps the most extreme example is
the story of the introduction of Facebook to Myanmar.173 After the
gradual opening of Myanmar to the world, smart phones became
prevalent. Most of these phones came with Facebook already
installed, and in quick order Facebook became “the internet for
most people in Myanmar[.]”174 Just as quickly, local ultranationalists started using the platform to circumvent local media
and spread anti-Muslim vitriol. The ability to spread such hate
speech without any sanction or resistance clearly contributed to the
environment that enabled the violence against the Muslim
Rohingya minority. Facebook allowed this dynamic to progress for
years with little intervention, completely unresponsive to the local
calls to intervene and the extremely fragile conditions on the
ground in Myanmar.175
Although such a story is unlikely to be replicated in the more
established and influential democracies in Europe and elsewhere,
the problem of disconnected gatekeepers impacts them as well. The
reason for this is that, as I discussed above, any regulation of hate
speech requires constant reference to civility norms that are only
recognizable from the internal point of view of the community.
Mass media gatekeepers and other domestic civil society actors
have access to the “ambient social norms which allow us to
distinguish speech that is outrageous from speech that is
respectful.”176 Digital platforms, being disconnected from any
particular civil society, do not have access to the shared cultural
understanding that would enable them to enforce the civility norms
that define any particular domestic political community.

https://www.propublica.org/article/facebook-hate-speech-censorship-internal-documentsalgorithms (describing Facebook’s attempts to enforce its hate speech rules worldwide and
the arbitrariness of its categories).
173. See generally Christina Fink, Dangerous Speech, Anti-Muslim Violence, and Facebook
in Myanmar, 71 J. INT’L AFFS. 43 (2018) (telling the story of the introduction, and ramifications,
of Facebook to Myanmar).
174. Id. at 44.
175. Id. at 48 (“What has been Facebook’s response to the use of its platform to spread
dangerous speech? In short, too little too late.”).
176. Post, Hate Speech, supra note 6, at 128.
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2. Same newspaper, different newsfeed
Even if digital platforms overcame their foundational
disconnect from domestic political communities, and even if their
moderation algorithms enable them to be more sensitive to
domestic political communities,177 their current business model
makes it difficult for them to replace the civil society role played by
traditional media.
As we have discussed above, the change we are witnessing in
our expressive environment is from the one dominated by
newspapers and broadcast, in which technological limits created a
scarcity of information, into one dominated by digital platforms in
which what is scarce is the attention of readers/watchers. At least
partially due to this technological change, we find that traditional
media organizations focused on the social significance in choosing
what information to publish.178 Because they are limited in both the
amount of information they can get to consumers and in their
knowledge about their individual consumers, becoming too niche
is risky for traditional media. It is in their interest to direct
themselves towards a wide common denominator. And since, as
we have just discussed, these organizations are embedded in
particular polities, they usually choose to publish information that
is of wide interest to all citizens, one that has general impacts on
their society.
In contrast, the technological capacity of digital platforms
allows them to use algorithms to personalize the media package
that reaches the user.179 This capacity relies on their ability to gather
information of end-users and utilize algorithms to analyze this
information into a newsfeed that will grab more of the user’s
177. Which is currently very far from the case. See TARLETON GILLESPIE, CUSTODIANS
PLATFORMS, CONTENT MODERATION, AND THE HIDDEN DECISIONS THAT
SHAPE SOCIAL MEDIA 76–77, 107–08 (2018) (explaining the flaws of algorithmic tools as an
answer to the inherent difficulties of moderating content on a vast scale).
178. See PAMELA J. SHOEMAKER & AKIBA A. COHEN, NEWS AROUND THE WORLD:
CONTENT, PRACTITIONERS, AND THE PUBLIC 62–63, 65 (2006) (arguing that mass media news
are about either social deviance or social significance).
179. Michael A. DeVito, From Editors to Algorithms: A Values-Based Approach to
Understanding Story Selection in the Facebook News Feed, 5 DIGIT. JOURNALISM 753, 767 (2017)
(“All nine of the identified algorithmic values can be reduced down to personal significance,
e.g., impact to self, interests, and friends. This is a radical departure from traditional news
values, and brings longstanding concerns about the role of personalization in selecting news
content to the forefront.”).
OF THE INTERNET:
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attention than something generic like a newspaper. In lieu of the
focus of traditional media on social impact as criterion for selection,
the approach of digital platforms “can be reduced down to personal
significance, e.g., impact to self, interests, and friends.”180 This is the
underlying logic of current algorithmic gatekeeping: the process
by which ever-changing computational tools filter, suppress,
highlight, curate, or edit the information that flows through
digital platforms.181
Two potential problems follow from the shift to algorithmic
gatekeeping: personalization of media and media fragmentation.182
First, there is a concern that algorithms can use their capacity to
tailor information encounters that are meant to capture the
attention of the user and construct “echo chambers”183 or “filter
bubbles.”184 The need to cater to specific preferences and views can
lead the algorithms to not present views that challenge or expand
peoples’ horizons. As more and more of the gatekeeping functions
shift to digital platforms, personalization will potentially create a
society in which multiple groups view reality in completely
different, if not opposing, ways. Personalization can clearly also
challenge the civil society function of traditional gatekeeping. If a
180. Id. at 767.
181. Zeynep Tufekci, Algorithmic Harms Beyond Facebook and Google: Emergent Challenges
of Computational Agency, 13 COLO. TECH. L.J. 203, 207–08 (2015) (“Algorithmic gatekeeping is
the process by which such nontransparent algorithmic computational-tools dynamically
filter, highlight, suppress, or otherwise play an editorial role—fully or partially—in
determining: information flows through online platforms and similar media; humanresources processes (such as hiring and firing); flag potential terrorists; and more.”).
182. See Efrat Nechushtai & Seth C. Lewis, What Kind of News Gatekeepers Do We Want
Machines to Be? Filter Bubbles, Fragmentation, and the Normative Dimensions of Algorithmic
Recommendations, 90 COMPUTS. HUM. BEHAV. 298, 300 (2019). The literature touches the
different locations of personalization. See Aniko Hannak, Piotr Sapieżyński, Arash Molavi
Kakhki, Balachander Krishnamurthy, David Lazer, Alan Mislove & Christo Wilson,
Measuring Personalization of Web Search, PROCS. 22D INT’L CONF. ON WORLD WIDE WEB 527
(2013) (search results); Eytan Bakshy, Solomon Messing & Lada A. Adamic, Exposure to
Ideologically Diverse News and Opinion on Facebook, 348 SCIENCE 1130 (2015) (social media
feeds); Dimitar Nikolov, Diego F.M. Oliveira, Alessandro Flammini & Filippo Menczer,
Measuring Online Social Bubbles, PEERJ COMPUT. SCI., Dec. 2, 2015, at 1 (social media feeds);
Latanya Sweeney, Discrimination in Online Ad Delivery, COMMC’NS ACM, May 2013, at 44
(advertising); Yannis Bakos, The Emerging Role of Electronic Marketplaces on the Internet,
COMMC’S ACM, Aug. 1998, at 35 (pricing).
183. See R. Kelly Garrett, Echo Chambers Online?: Politically Motivated Selective Exposure
Among Internet News Users, 14 J. COMPUTER-MEDIATED COMMC’N 265 (2009).
184. See ELI PARISER, THE FILTER BUBBLE: HOW THE NEW PERSONALIZED WEB IS
CHANGING WHAT WE READ AND HOW WE THINK (2012).
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newsfeed is completely idiosyncratic to me, it no longer gives me
common experiences and reference frameworks with the rest of my
political community.
The second potential issue is media fragmentation. This
concern arises from the fact that digital platforms significantly
lower the barriers of entry into the media market, as well as remove
geographic and technological limitations to news distribution.185
Lower barriers of entry can result in a media environment in which
there is much more information produced catering to evernarrowing niche interests. This concern has often been expressed
with regard to the 2016 and 2020 elections.186 Although this concern
is not fueled only by algorithmic gatekeeping, as a result of
personalization, users may be led to certain news sources—those
that align with their personal preferences. The rapid diversification
of news sources can exacerbate the effect of personalization
and further undermine the community-building aspects of
traditional media.
We find, therefore, that the advent of digital platforms both
undermines the capacity of domestic civil society to maintain
civility norms and also likely disables the platforms themselves
from fulfilling the same function. If this is so, then one of the central
ways of alleviating the effects (and spread) of hate speech is moot.
This leaves us with the option of utilizing legal instruments to
support democratic legitimacy. The question is, what should those
instruments be?

185. See Matt Carlson & Nikki Usher, News Startups as Agents of Innovation: For-Profit
Digital News Startup Manifestos as Metajournalistic Discourse, 4 DIGIT. JOURNALISM 563 (2016)
(explaining the rise of news start-ups and the lowering of entry barriers).
186. See, e.g., Yochai Benkler, Robert Faris, Hal Roberts & Ethan Zuckerman, Study:
Breitbart-Led Right-Wing Media Ecosystem Altered Broader Media Agenda, COLUM. JOURNALISM
REV. (Mar. 3, 2017), https://www.cjr.org/analysis/breitbart-media-trump-harvardstudy.php; David M.J. Lazer, Matthew A. Baum, Yochai Benkler, Adam J. Berinsky, Kelly M.
Greenhill, Filippo Menczer, Miriam J. Metzger, Brendan Nyhan, Gordon Pennycook, David
Rothschild, Michael Schudson, Steven A. Sloman, Cass R. Sunstein, Emily A. Thorson,
Duncan J. Watts & Jonathan L. Zittrain, The Science of Fake News, 359 SCIENCE 1094, 1094–96
(2018); ROBERT FARIS, JUSTIN CLARK, BRUCE ETLING, JONAS KAISER, HAL ROBERTS, CAROLYN
SCHMITT, CASEY TILTON & YOCHAI BENKLER, PARTISANSHIP, IMPEACHMENT, AND THE
DEMOCRATIC PRIMARIES: AMERICAN POLITICAL DISCOURSE, JANUARY–FEBRUARY 2020 (Oct. 22,
2020), file:///C:/Users/Owner/Downloads/BKC_Public_Discourse_January_February_
2020_Report.pdf.
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V. SHOULD EUROPEAN SPEECH NORMS TAKE OVER THE INTERNET?
Until now, I have laid down what I consider to be one of the
major challenges of the digitalization of the information sphere:
that it undermines the self-regulation capacity of civil society, and
therefore diminishes its capacity to compensate for the divisive
effects of hate speech. The question left before us is, therefore, how
are we to counteract the effects of hate speech in the digital age?
This part of the Article will present two possible directions in the
regulation of digital platforms and discuss whether they can
resolve the problem of disconnected gatekeepers.
A. What Can the Alternatives to the European Approach Offer?
The first direction I examine are proposals that are designed to
give incentives to digital platforms to become trusted and
trustworthy gatekeepers of the digital public sphere. These
proposals are most often presented as viable alternatives to
legislation like NetzDG by scholars that are concerned with direct
speech regulation.
While not recognizing the problem posed by disconnected
gatekeepers, most cyber speech scholars agree that the current state
of affairs with regards to online speech is unacceptable. Many
scholars seek to design incentives that will lead “social media
companies to be responsible and trustworthy institutions that will
help foster a healthy and vibrant digital public sphere.”187 This is a
challenge because, in the new digital public sphere, “[w]e lack
trusted digital institutions guided by public-regarding professional
norms. Even worse, the digital companies that currently exist have
contributed to the decline of other trusted institutions and
professions for the creation and dissemination of knowledge.”188
How do these scholars suggest to accomplish this feat? Since all of
them share an aversion to imposing external standards for what to
remove and moderate on the platforms, they focus on using the law
to create incentives and providing parameters for the manner in
which moderation should proceed.
Many of the suggestions focus on reforming the now infamous
47 U.S.C. § 230 ( “Section 230”). This legislation has two parts: The
187. Balkin, How to Regulate (and Not Regulate) Social Media, supra note 9, at 2.
188. Id. at 9.
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first exempts intermediaries that provide access to the Internet from
liability for the speech of their users.189 They are not considered
“publishers” of the content.190 The second part adds that even if an
intermediary does moderate or curate user content, the liability
shield still holds.191 Moderating content does not make a digital
platform into a publisher in the legal sense.192 Gillespie, for
example, suggests that we look at Section 230 as an “enormous gift
to the young Internet industry.”193 And similar to other media gifts
such as broadcasting licenses or phone monopolies, both of which
came with inherent public-facing obligations, so should Section
230. In other words, Section 230 (and similar legislation) should be
used as a lever to make social media companies accept a range of
norms and duties towards their users, all the while avoiding
European style direct speech regulation.194 What should these
norms and duties include? Many suggest due process and
transparency obligations: Platforms should be required to provide
information on their moderation process or decisions to the public
(or to an agency);195 They should also allow some recourse to those
users that are moderated, such as the appeal process now put in
place for the Facebook oversight board.196
Another avenue of reform is the use of antitrust and
competition laws to break apart the major digital platforms. The
pertinent goal here is to ensure that there are many social media
and digital media organizations “in order to prevent a small
number of powerful for-profit companies from dominating how
public opinion is organized and governed.”197 One concern here is
that a giant company like Facebook can decide to enforce some

189. Gillespie, supra note 9, at 204.
190. Id.
191. Id. at 204–05.
192. Id. at 204.
193. Id. at 213.
194. This general attitude is shared by Balkin, Gillespie, and Citron and Wittes, among
others. See, e.g., Balkin, How to Regulate (and Not Regulate) Social Media, supra note 9; Gillespie,
supra note 9; Citron & Wittes, supra note 35.
195. Gillespie, supra note 9, at 213 (“Platforms could be required to report data on the
process of moderation to the public or to a regulatory agency.”).
196. Kate Klonick, The Facebook Oversight Board: Creating an Independent Institution to
Adjudicate Online Free Expression, 129 YALE L.J. 2418, 2470–73 (2020) (describing the appeal
process as enshrined in the oversight board bylaws).
197. Balkin, Free Speech Is a Triangle, supra note 47, at 2035.
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particular set of civility norms across the world. Having a variety
of options and venues of speech can prevent such a danger.
Another important idea suggested by Balkin is to legally
establish an information fiduciary relationship between digital
platforms and their users.198 This relationship would include three
duties: “a duty of care, a duty of confidentiality, and a duty of
loyalty.”199 This legal regime is meant to shift the way digital
platforms understand their obligations towards their end-users. At
the moment, they treat them as a “commodity sold to
advertisers.”200 By imposing these duties, companies will have to
change their business models in ways that take into account the
effects they have on their users.
It is important to see that these important proposals (which are
but the tip of the iceberg) are often presented as effective
alternatives to the imposition of European style direct speech
regulation. This suggests that they are meant to resolve
overlapping issues. However, the myriad solutions developed by
this body of scholarship do not address the challenge of disconnected
gatekeepers. Let us imagine a world in which there are twenty major
digital platforms, all of which are perfectly transparent in their
moderation process and decisions, and their policies have been
designed in accordance with a legal standard of information
fiduciaries. In short, a world in which digital platforms are
trustworthy and trusted gatekeepers of the digital public sphere.
Although this would be a very positive and almost unimaginable
development, it will still not change the fact that these digital
platforms—because they are transnational and globalized in their
mindset—still would not be able to fulfill the same functions as did
mass media gatekeepers. This means that even in an idealized
world, and certainly in our reality, the globalized nature of the new
gatekeepers poses a serious political problem.
B. European Speech Norms and the Disconnected Custodians
As I’ve argued above, the digitalization of media undermines
the ability of civil society to engage in the inculcation of civility
norms in society. Since civil society and state law are the two social
198. See Balkin, Information Fiduciaries and the First Amendment, supra note 34.
199. Balkin, How to Regulate (and Not Regulate) Social, supra note 9, at 22–23.
200. Id. at 23.
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and political forces that counteract the divisive effects of hate
speech, it makes sense to utilize state law to compensate for the
curbing of mass media gatekeepers. Since the challenge of
unplugged gatekeepers arises from the transnational nature of the
digital public sphere, it cannot be resolved by making digital
platforms more responsible actors.
In contrast, laws like NetzDG have the potential to compensate
(at least somewhat) for the disconnected nature of the new
gatekeepers. This type of legislation seeks to pressure digital
platforms into enforcing the speech norms of their own respective
political communities in a way that is limited in its effects, at least
in principle, to their national borders. As we have discussed above,
this is approach has serious flaws, not the least of which is the
fact that it can lead to a “race to the bottom” on speech norms.
However, it at least mitigates the effect of the unplugged
gatekeepers. It does so by compensating for the disconnect between
the new custodians and a particular civil society by demanding that
the platforms enforce local speech norms. It potentially allows for
the continued existence of particular state-based civil societies,
which in turn enable democracies. This means that the good of
democracy does not lie clearly in one or the other of the legal
approaches to speech regulation.
The normative advantage of domestic legislation, like NetzDG,
is that it passes through the process of democratic deliberation that
occurs within the relevant nation-state. The citizen body and civil
society can both attempt to influence the content of such legislation,
opposition parties can rally against them and make such opposition
a part of their election platforms, and local academics and
intellectuals can write and argue for or against them. All of these
processes occur within the political community, and local actors
mostly share the same cultural understanding that enables them to
distinguish between civil and uncivil speech. For example, the
German Criminal Code includes a prohibition on denying the
crimes committed by the Nazis.201 NetzDG, in effect, demands that
digital platforms enforce that prohibition within German soil. It is
very likely that members of the German public assign vastly

201. STRAFGESETZBUCH [STGB] [P ENAL C ODE ], tit. 4, ch.7, § 130(3),
https://www.gesetze-im-internet.de/englisch_stgb/englisch_stgb.html#p1333 (Ger.).
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different cultural and political meanings to Holocaust denial than
do the residents of Menlo Park, California. It, therefore, makes
sense, if we are interested in the health of the German democratic
community, to let them have a say with regard to what constitutes
hate speech within their borders. The process of legislation
compensates, to an extent, for civil society’s inability to moderate
its local public sphere. And the sustained financial and legal might
of nation-states (certainly of countries like Germany, Canada, and
the United Kingdom that are considering such legislation) allows
them to force digital platforms to adhere to this legislation.
However, since the advantage of laws like NetzDG is that they are
created through a process that is responsive to the needs of the
democratic community, these laws should not be allowed to have
transnational jurisdiction. Such an imposition will just replicate the
problem of the unplugged gatekeepers, with powerful nationstates taking the place of digital platforms.
CONCLUSION
Like globalization, the digitalization of media brings with it a
tremendous opportunity for increased global solidarity and
community. Like globalization, the digitization of media also has
the potential to destabilize domestic identities and politics.
Fortunately, this process is not all or nothing, and we can make
intelligent attempts at embracing new possibilities while mitigating
their detrimental effects. This Article seeks to pursue such a
strategy in the case of online hate speech and its divisive effects on
democratic societies.
It does so by pointing out the political challenge raised by the
foundational disconnect between the digital and the sources of
democratic legitimacy. Democratic nation-states require their
citizens to share a sense of common identity. One of the central
ways this democratic community is established is through the
inculcation of speech civility norms. The problem of the
disconnected gatekeepers makes such inculcation significantly
more difficult. Most legal strategies that are meant to improve the
health of the digital public sphere generally, and the state of online
hate speech specifically, have no traction over the challenge
described by this Article.
One existing approach, epitomized by NetzDG-like legislation,
does have the potential of mitigating the divisive effects of hate
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speech in the world of disconnected gatekeepers. It does so by
forcing digital platforms to take into account domestic civility
norms. Such laws may well only be necessary while we are in the
period of growing pains of the digital public sphere. What today
requires legislation and state-based authority can perhaps
tomorrow be resolved by other, more flexible means.
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