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A. PURPOSE 

1. (N arne of District) District is obtaining access to the 
Internet through an agreement with (Name of provider). Dis­
trict staff has been authorized to develop regulations and 
agreements for the use of(Name of network system) that are in 
accord with the District policy statement and other District 
policies, including the student disciplinary code. This document 
contains the District 1nternet regulations and agreements. 

B. DUE PROCESS 

1. The District will cooperate fully with local, state, or fed­
eral officials in any investigation concerning to or relating to 
any illegal activities conducted through the District system. 

2. In the event there is an allegation that a student has vio­
lated the District Internet Use Policy, the student will be pro­
vided with a notice and opportunity to be heard in the manner 
set forth in the student disciplinary code. 

3. Disciplinary actions will be tailored to meet specific con­
cerns related to the violation and to assist the student in gain­
ing the self-discipline necessary to behave appropriately on an 
electronic network. If the alleged violation also involves a viola­
tion of other provisions of the student disciplinary code, the vio­
lation will be handled in accord with the applicable provision of 
the code. 

4. Employee violations of the District Internet Use Policy 
will be handled in accord with District policy and the collective 
bargaining agreement. 

5. Any District administrator may terminate the account 
privileges of a guest user by providing notice to the user. Guest 
accounts not active for more than ninety days may be removed, 
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along with the user's files without notice to the user. 

C. SEARCH AND SEIZURE 

1. System users have a limited privacy expectation in the 
contents of their personal files and records oftheir online activ­
ity while on the District system. 

2. Routine maintenance and monitoring of the system may 
lead to discovery that the user has or is violating the District 
Internet Use Policy, the student disciplinary code, or the law. 

3. An individual search will be conducted if there is reason­
able suspicion that a user has violated the law or the student 
disciplinary code. The nature of the investigation will be rea­
sonable and in the context of the nature of the alleged viola­
tion. 

4. District employees should be aware that their personal 
files may be discoverable according to the state public records 
laws. 

D. ACADEMIC FREEDOM, FREE SPEECH, AND SELECTION OF 
MATERIAL 

1. Board policies on Academic Freedom and Free Speech 
will govern the use of the Internet. 

2. When using the Internet for class activities, teachers 
will: 

a. Select material that is appropriate in light of the age of 
the students and that is the relevant to the course objectives. 

b. Preview the materials and sites they require students ac­
cess to determine the appropriateness of the material con­
tained on or accessed through the site. 

c. Provide guidelines and lists of resources to assist their 
students in channeling their research activities effectively and 
properly. 

d. Assist their students in developing the skills to ascertain 
the truthfulness of information, distinguish fact from opinion, 
and engage in discussions about controversial issues while 
demonstrating tolerance and respect for those who hold diver­
gent views. 
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E. PARENTAL NOTIFICATION AND RESPONSIBILITY 

1. The District will notify the parents about the District 
network and the policies governing its use. Parents must sign 
an agreement to allow their student to have an individual ac­
count. Parents may request alternative activities for their 
child(ren) that do not require Internet access. 

2. Parents have the right at any time to investigate the con­
tents of their child(ren)'s e-mail files. Parents have the right to 
request the termination of their child(ren)'s individual account 
at any time. 

3. The District Internet Use Policy contains restrictions on 
accessing inappropriate material and student use will be su­
pervised. However, there is a wide range of material available 
on the Internet, some of which may not be fitting with the par­
ticular values of the families of the students. It is not practi­
cally possible for the District to monitor and enforce a wide 
range of social values in student use of the Internet. Further, 
the District recognizes that parents bear primary responsibility 
for transmitting their particular set of family values to their 
children. The District will encourage parents to specify to their 
child(ren) what material is and is not acceptable for their 
child(ren) to access through the District system. 

4. The District will provide students and parents with 
guidelines for student safety while using the Internet. 

5. (Optional, if dial-up access is provided) Parents are re­
sponsible for monitoring their student's use of (Name of net­
work system) when they are accessing the system from home. 

F. ACCESS 

The following levels of access will be provided: 
1. Classroom Accounts. Elementary age students will be 

granted Internet access only through a classroom account. 
Elementary students may be provided with an individual ac­
count under special circumstances at the request of their 
teacher and with the approval of their parent. An agreement 
will only be required for an individual account, which must be 
signed by the student and his or her parent. Parents may spe­
cifically request that their child(ren) not be provided access 
through the classroom account by notifying the District in writ­
ing (or whatever procedure the District uses for other permis-
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sions). 
2. Individual Accounts for Students. Secondary students 

may be provided with individual Internet accounts. Secondary 
students (will) (will not) have dial-up access to the system. A 
written agreement will be required for an individual account. 
This agreement must be signed by the student and his or her 
parent. 

3. Individual Accounts for District Employees. District em­
ployees will be provided with an individual account and will 
(will not) have dial-up access to the system. No written agree­
ment will be required. 

G. UNACCEPTABLE USES 

The following uses of the system are considered unaccept­
able: 

1. Personal Safety (Restrictions are for students only) 

a. Users will not post personal contact information about 
themselves or other people. Personal contact information in­
cludes address, telephone, school address, work address, etc. 

b. Users will not agree to meet with someone they have met 
online without their parent's approval and participation. 

c. Users will promptly disclose to their teacher or other 
school employee any message they receive that is inappropriate 
or makes them feel uncomfortable. 

2. Illegal Activities 

a. Users will not attempt to gain unauthorized access to the 
District system or to any other computer system through the 
District System, or go beyond their authorized access. This in­
cludes attempting to log in through another person's account or 
access another person's files. These actions are illegal, even if 
only for the purposes of "browsing". 

b. Users will not make deliberate attempts to disrupt the 
computer system performance or destroy data by spreading 
computer viruses or by any other means. These actions are ille­
gal. 

c. Users will not use the District system to engage in any 
other illegal act, such as arranging for a drug sale or the pur­
chase of alcohol, engaging in criminal gang activity, threaten-
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ing the safety of person, etc. 

3. System Security 

a. Users' are responsible for the use of their individual ac­
count and should take all reasonable precautions to prevent 
others from being able to use their account. Under no condi­
tions should a user provide their password to another person. 

b. Users will immediately notify the system administrator 
if they have identified a possible security problem. Users will 
not go looking for security problems, because this may be con­
strued as an illegal attempt to gain access. 

c. Users will avoid the inadvertent spread of computer vi­
ruses by following the ESD/District virus protection procedures 
if they download software. 

4. Inappropriate Language 

a. Restrictions against Inappropriate Language apply to 
public messages, private messages, and material posted on 
Web pages. 

b. Users will not use obscene, profane, lewd, vulgar, rude, 
inflammatory, threatening, or disrespectful language. 

c. Users will not post information that, if acted upon, could 
cause damage or a danger of disruption. 

d. Users will not engage in personal attacks, including 
prejudicial or discriminatory attacks. 

e. Users will not harass another person. Harassment is 
persistently acting in a manner that distresses or annoys an­
other person. If a user is told by a person to stop sending them 
messages, they must stop. 

f. Users will not knowingly or recklessly post false or de­
famatory information about a person or organization. 

5. Respect for Privacy 

a. Users will not repost a message that was sent to them 
privately without permission of the person who sent them the 
message. 

b. Users will not post private information about another 
person. 

6. Respecting Resource Limits. 

a. Users will use the system only for educational and pro-
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fessional or career development activities (no time limit), and 
limited, high-quality, personal research. For students, the limit 
on personal research is no more than (number) hours per week. 
(The last sentence is optional and probably only necessary if 
the ESD/District allows dial-up access.) 

b. Users will not download large files unless absolutely nec­
essary. If necessary, users will download the file at a time 
when the system is not being heavily used and immediately 
remove the file from the system computer to their personal 
computer or diskette. 

c. Users will not post chain letters or engage in 
"spamming". Spamming is sending an annoying or unnecessary 
message to a large number of people. 

d. Users will check their e-mail frequently, delete unwanted 
messages promptly, and stay within their e-mail quota. 

e. Users will be subscribe only to high quality discussion 
group mail lists that are relevant to their education or profes­
sional/career development. 

7. Plagiarism and Copyright Infringement 

a. Users will not plagiarize works that they find on the 
Internet. Plagiarism is taking the ideas or writings of others 
and presenting them as if they were original to the user. 

b. Users will respect the rights of copyright owners. Copy­
right infringement occurs when an individual inappropriately 
reproduces a work that is protected by a copyright. If a work 
contains language that specifies acceptable use of that work, 
the user should follow the expressed requirements. If the user 
is unsure whether or not they can use a work, they should re­
quest permission from the copyright owner. 

8. Inappropriate Access to Material 

a. Users will not use the District system to access material 
that is profane or obscene (pornography), that advocates illegal 
or dangerous acts, or that advocates violence or discrimination 
towards other people (hate literature). For students, a special 
exception may be made if the purpose is to conduct research 
and access is approved by both the teacher and the parent. Dis­
trict employees may access the above material only in the con­
text of legitimate research. 

b. If a user inadvertently accesses such information, they 
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should immediately disclose the inadvertent access in a man­
ner specified by their school. This will protect users against an 
allegation that they have intentionally violated the Internet 
Use Policy. 

H. WEB POLICY 

The District's Web policy is as follows: 

1. District Web Site. 

a. The Districts will establish a Web site. Material appro­
priate for placement of the District Web site includes: District 
information, school information, teacher or class information, 
student projects, and student extracurricular organization in­
formation. Personal, non-educationally-related information will 
not be allowed on the District Web site. 

b. The District Superintendent will designate a District 
Web Publisher, responsible for maintaining the official District 
Web site and monitoring all District Web activity. The Web 
Publisher will develop style and content guidelines for official 
District and school Web materials and develop procedure for 
the placement and removal of such material. All official Dis­
trict material originating from the district posted on the Dis­
trict Web site must be approved through a process established 
by the District Web Publisher. 

2. School Web Pages. 

The building principal will designate a School Web Pub­
lisher, responsible for managing the school Web site and moni­
toring class, teacher, student, and extracurricular Web pages. 
All official material originating from the school will be consis­
tent with the District style and content guidelines and ap­
proved through a process established by the School Web Pub­
lisher. The school Web Publisher will develop additional 
guidelines for the school Web site. 

3. Teacher Web Pages 

Teachers may establish Web pages for use with class activi­
ties or that provide a resource for other teachers. Teachers will 
be responsible for maintaining their class or educational re­
source sites. Teacher Web pages will not be considered official 
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material, but will be developed in such a manner as to reflect 
well upon the district and school. 

4. Staff Web Pages 

Staff may develop Web pages that provide a resource for 
others. Staff will be responsible for maintaining their resource 
sites. Staff Web pages will not be considered official material, 
but will be developed in a manner as to reflect well upon the 
district. 

5. Student Web Pages. 

a. Students may create a web site as part of a class activity. 
Material presented on a student class activity Web site must 
meet the educational objectives of the class activity. 

b. With the approval of the building principal or Web Pub­
lisher, students may establish personal Web pages. Material 
presented in the student's personal Web site must be related to 
the student's educational and career preparation activities. 

c. It will not be considered a violation of a student's right to 
free speech to require removal of material that fails to meet es­
tablished educational objectives or that is in violation of a pro­
vision of the Internet Use Policy or student disciplinary code. 
However, student material may not be removed on the basis of 
disagreement with the views expressed by the student. 

d. Student Web pages must include the following notice: 
"This is a student Web page. Opinions expressed on this page 
shall not be attributed to the District." 

e. Student Web pages will be removed at the end of the 
school year unless special arrangements are made. A notice 
will be provided to students prior to such removal. 

6. Extracurricular Organization Web Pages. 

a. With the approval of the building principal, extracurricu­
lar organizations may establish Web pages. Material presented 
on the organization Web page must relate specifically to or­
ganization activities. 

b. Organization Web pages must include the following no­
tice: "This is a student extracurricular organization Web page. 
Opinions expressed on this page shall not be attributed to the 
District. 
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7. Student Information 

a. Each school shall develop standards for disclosure of stu­
dent information that are considered generally acceptable in 
light of the age of the students attending the school. (Alterna­
tive: The following standards will be followed regarding the 
disclosure of student information on school web sites: 

Elementary age students: First name and last initial, no 
pictures of identifiable students 

Middle school students: First and last names, 
b. Parental approval of disclosure in accord with the stan­

dards must be obtained. 

8. Web Page Requirements 

a. All District Internet Use Policy provisions will govern 
material placed on the Web. 

b. Web Pages shall not: 
i. Contain personal contact information about students be­

yond that permitted by the school (or district) and parent. 
ii. Display photographs or videos of any identifiable indi­

vidual without a signed model release. Model releases for stu­
dents under the age of 18 must be signed by their parent or 
guardian. 

iii.Contain copyrighted or trademarked material belonging 
to others unless written permission to display such material 
has been obtained from the owner. There will be no assumption 
that the publication of copyrighted material on a web site is 
within the fair use exemption. 

c. Material placed on the web site is expected to meet aca­
demic standards of proper spelling, grammar, and accuracy of 
information. 

d. Students may retain the copyright on the material they 
create that is posted on the Web. District employees may retain 
the copyright on material they create and post if appropriate 
under District policies. 

e. All Web pages will carry a stamp indicating when it was 
last updated and the e-mail address of the person responsible 
for the page. 

f. All Web pages should have a link at the bottom of the 
page that will help users find their way to the appropriate 
home page. 

g. Users should retain a back-up copy of their Web pages. 
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I. HANDBOOK, FORMS, AND AGREEMENTS 

The articles following this piece contain the student hand­
book, forms, and agreements to implement the District Internet 
Policy and Regulations. 


